MIHICTEPCTBO OCBITU I HAYKH YKPATHN

JTEP)KABHUI1 YHIBEPCUTET TEJEKOMYHIKA LIV

OCBITHS ITPOI'PAMA

YIPABJIIHHSA IHOOPMAIIIHHOIO TA
KIBEPHETUYHOIO BE3IIEKORO

nepmoro (0akajJaBpcbKOro) piBHsi BUILIOT 0CBITH

(oHOBJIEHA)
I'any3b 3HAHB o2 JHPOpMAaNiiHI TEXHOJTIOTIT
CrneuiajbHICTh ~==~125 Ki0epOe3mexa
OcsiTHa kBaji(ikanis: bakajnasp 3 kidepOe3nexu

3a cmemiasizaumieo  ynpasiiHHA  iHopManiiiHO Ta
Ki0epHeTHYHOIO 0€e3MeKoI0

3ATBEP/DKEHO BUEHOIO PAZIOHO

['onoBa BYeHO! panu

IIporoxonr Ne 11  Bix 16 yepesns 2022 p.
OcBiTHS 1IpO 2022 p.
Pexrop 7. B.b. Tomy6xo
Haka3s {{:— 2022 p.




JIMCT IOT'OIXKEHH ST

OCBITHBOI MPOT'PAMM
rajysb 3HaHb 12 «Ingpopmayitini mexnonoziiy
crneniajabHIiCTh 125 «Kibepbesnexay
piBeHb BHLIOI OCBIiTH nepuiuil (baxanaep)
ocBiTHSI KBanaidikauis baxanasep 3 ribepbesnexu sa cneyianizayiero
YRPAGNIiHH3 iHghopmayitinoro ma

kibepHemuunoio 6esnexoro

- IlpopekTop 3 HaBYANBHO-BHXOBHOI Ta HAYKOBOI % /; )

poboTi JI.H.Bepkman

- Ilpopekrop 3 HaBYaIBHO-BHXOBHOI poGOTH & 1.O. OnbxoBas

- Jupexrop Hap4ansHO-MeTORMYHOrO LEHTPY Z”;%%’ I.B. 3ampiii
Joey

NpobHel nepuan Scanito Pro koM

8 Visil waw ECanitgo.com

Buena pana HaBuaiibHO-HayKOBOTO THCTHTYTY 3axucTy iHdopMmarii

[Iporokon Ne 9 Bim «I9% MpaeHs 2022 p.

["onosa Buenoi Pagu HHI3I \ i 4 — BA. CaBueHko

£ e - ol
s Kagenpa ynpasninns inpopmauiiinoro ta kiGepHeTHuHOIO 6e3rexoro

IMporokon Ne 8/1 Bim «16» mpaens 2022 p.

3aBinyBay kadeapu ynpapiiHHA
iHpopManiiiHOO Ta KibepHeTHYHOIO

Oe3nexoro C.B. Jlerominosa

- [IpencraBHuKH pUHKY mparii:

Penensii Ha OCBiTHs MporpaMy HiAroToBky 3106yBadiB BULLIOT OCBITH (ipm —
MapTHepiB:
- TosapucTBo 3 06MexeHO0 BiANOBiAaNBHICTIO «IT cCrewiamicT»;
- 3asigysaya kadempu iHpopmawuiliHux TexHomoridi HamioHamsHOrO
YHIBEPCHTETY XapyOBUX T€XHOJIOTIH, [.T.H, C.H.C. Yymauenka C.M.



BITOMOCTI ITPO IIEPETJISIA OCBITHBOI ITIPOT'PAMU

OcBiTHA mporpamMa meperisHyTa Ta OHOBJIEHA y BigmoBigHOCTI 10
pekoMeHIaliil akpeauTaliiHOl KoMicil, 3ayBakeHb Ta mno6GaXkaHb CTeHKXOINepiB
(cTynentis, pobGoronaBiiB, rpoManchkoi opraisamii) Ta 3 MeTOI0 INiIBHINEHHS
npusabiusocti OIT «Ynpasninus iHpopMauiiHO Ta KibepHeTHIHO Ge3neKooy Ha

PHMHKY OCBITHIX IOCJIYT.

3aTBep/KeHO pileHHsM Kadenpu /Y hpasiinHs iHbpopmaniiinoo Ta
KiOEepHETHYHOIO 6e3MeK0r0 — IPOTOKO No 8;1%«16» TpaBHs 2022 p.

3aBixyBau kadeapu ‘4~ C.B.Jlerominosa

3aTBep/DKeHO pileHHsM BueHol panu yHiBepcutety — npotokon Ne 11 i

«16» gepBHs 2022 poky.

Npofrel nepuon Scanito Pro okoHs

Pleass visit www.scanitio.com

Beenena B 1o Haka3oM pektopa Bix 16.06.2022 poxy Ne 47.



INEPEJMOBA

Po3pobieno pobo4oro rpymnow y ckiazi:

I'apanT ocBiTHBOI Nporpamu -
Jzro6a Tapac MuxaiiiioBud - KaHAUAAT TEXHIYHUX HayK, JOLEHT, JIOLIEHT
Kagenpu ynpapiHHS iHbOpMaLiHHOIO Ta KiGepHETHYHOIO Ge3IeKoIo.

I'onosa poGouoi rpynu -

Jlerominosa Csitnana BononumupiBaa - 10KTOp €eKOHOMIYHHX Hayk,
npodecop, 3aBinyBay kadeapu ynpasiiHHs iHbpopManiiiHow Ta
KiOepHETUYHOIO OE3IeK0I0.

Ynenu po6oyoi rpynu:

Axumenko IOpiii MuxaiinoBuy - KaHIMZAT BiHCHKOBMX HayK, HOLEHT,
JOLEHT Kadeapu ynpasinas iHGopMauiiHOO Ta KiGepHETHIHOIO Ge3NeKoro;
Myxanopa TersiHa MuxaiiiiBHa - KaHAMIAT HAYK 3 A€PKABHOTO yIPABIIHHS
HayK, [OLEHT, JOLEeHT  KadeApW...yNpaBliHHA iHpopMaliliHol Ta
KiGEpHETHYHOIO Oe3MeKOR0; Moo wmenoen

Pabuyn Jlmutpo IropoBHdY - KaHIMIAT TEXHIYHUX HAYK, HOLEHT Kadenpu
ynpasiiHHs iHpOpMaLiiHOIO Ta KiGepHETHYHOIO 6e3MeKoIo;

3anopokieHko Muxaiino MuxaiiioBud — acucteHT kadeapu yHpaBIliHHS
iH(OpMaLiHHOIO Ta KiGepHETHYHOK Ge3MeKolo;

Cewmeiikin FOpiii bopucosuu aupexrop TOB «IT Crerianicty;

Yymayenko C.M., n.1.H., c.H.c., Hamionanpuuii YHIBEPCHTET Xap4yOBHX
TEXHOJIOTii;

[lpumadenko [liana BonoauMupiBHa — CcTymeHTKa cremiansHocTi 125
«Kibepbesmekay.

OcpiTHs mporpama pospo6ieHa y BignosiaHocti 1o JepskaBHOro CTaHJApTy

BHILOI OCBITH crienianbHocTi 125 «KiGepGesneka», 3aTBepmukeHOMY HaKa3oM

MinictepcTpa ocBiTH i Hayku Ykpainu Bix 18.03.2021 Ne 332.



1. ITpodisib ocBiTHLOI Nporpamu

~ 1-3arabua ingopwanis

IloBHa HA3Ba BUILIOIO
HABYAJILHOTO 3aKJIajay Ta

CTPYKTYPHOIO miApO3aiay

JlepxxaBHUI yHIBEpCUTET TeNEeKOMYHiKalliii,
HaBuanbHo-HayKOBUI IHCTUTYT 3axucTy iH(pOpMaLii

Cryninb BHIIOT OCBiTH T2
Ha3Ba kBajidikauii MoBoIO
OpHTiHAJY

OakanaBp
OCBITHs KBatidikanis — 6akanasp 3 kibepbesneku

Odiuiiina Ha3Ba 0CBITHBLOI
nporpamMu

OcsitHs nporpama «YnpasiinHs iHGopMmaliliHoo Ta
KiOepHEeTHYHOIO Oe3IeK0r0»

Tun gunJomy Ta obesir
OCBITHBOI POrpamMH

auniaoM 6akanaBpa, OTMHUYHUIN:

Ha 0a3i MOBHOI 3araJbHOI CepefHbOl OCBITH - 06CHT
ocBiTHBOI mporpamu - 240 kpexutiB €EKTC (Tepmin
HaBYaHHs 4 POKM JeHHOI (OpMH HaBUaHHsI Ta 5 POKM
3a09HOI pOpMHU HABYAHHS);

Ha 06asi crymeHs Mmojomumoro Gakaigaspa (OCBITHBO-
KBaJIi(iKallifHOTO piBHA «MOJIOAMIMH CIeLiamicTy) —
o6csar ocBiTHROI nporpamu Gimbwe 120 kpemuris
€KTC npu nepeszapaxysanHi He Oinbmie 20 KpeauTis
€KTC orpuMaHHX B MeXaX MONepeaHbOl OCBITHBOI
NPOrPaMH I1iATOTOBKH.

HasBHicTb akpeauTauii

Cepruthirarnpo akpeautauilo cnewjansHocTi 125
Kibepbesrieka Bim YJI Nel1008702 six 18.04.2019

Tepmin aii ceprudikary no 1.07.2029 poxky.

HPK Vkpainu — 6 piBens/ bakanasp,

Iukna/piBeHn QF-EHEA- nepiuuii niuki,

EQF-LLL — 6 piBeHb

HasBHicTe aTecTaTa Npo MOBHY 3arajibHy CepeiHIo
IlepenymoBnu ocBity abo aumuomy Momoxumoro 6Gakamaspa (OKP

«MOJIOZILIOro creLiaticray)

Moga(u) BUKIaJaHHSA

YKpaiHCbKa, aHTJIIHCBKA

Tepmin aii ocBiTHBLOY
nporpamu

Beenena B gmito 3 1.09.2019 p. Ilporpama giiicHa
BIIPOAOBXK il Jep)KaBHUX CTaHAAPTIB BHUILOI OCBITH Ta
Moxe OyTH BiaxoperosaHa BimosigHo xo «Ilopsaxy
po3pobieHHs,  3aTBEpIKEHHS, MOHITOPHHTY  Ta
BHECEHHS 3MiH [0 OCBITHIX IporpaM Ta HaBYalbHUX
niaHiB y Jlep)kaBHOMY YHIBEpCHUTETI TeleKOMYHIKaIii»

InTepHer - aapeca
NOCTIHHOro po3MileHHs
OMHCY OCBITHLOI MPOrpamMu

http://www.dut.edu.ua/ua/1826-osvitno-profesiyni-
programi-kafedra-upravlinnya-informaciynoyu-ta-
kibernetichnoyu-bezpekovyu




MerToro 6akanaBpchKoi IIPOTpaMH € IiATOTOBKA GakanaBpiB 3 3axucTy iHdopmalii B

indopManiiiHuX i TeneKOMyHiKalifHIX CHCTeMaX, 3 IPaBOM MOAaNbIIOT Ipodeciiioi

AISUTBHOCTI y [N€p)KAaBHHX Ta KOMEpUiMHHX [IANpUEMCTBAX Ta OpraHi3auisx,

GopMyBaHHA Ta PO3BHTOK y HHX 3aradbHHX i MpodeciiHMX KOMITETEHTHOCTeld B

chepi inpopmaniiinoi Ta kKiGepHeTHuHO! Ge3nekw, w0 3aGe3MeyYyIOTh 3[ATHICTH

BUITYCKHMKa BUKOHYBaTH NpodeciiiHy MisTbHICTh Ha MEpPBHHHINA mocaji, 1m0 3haTHi
BaTH TEXHOJIOTii iH}O

Hanpsam (rajysb 3HaHb,
crneuiajabHICTh)

125 Kibepbesneka

OpienTanis ocBiTHBOT
nporpamu

Ocsitasa. 100 % o6csry oCBITHBOI MPOrpamu CIPIMOBAHO
Ha 3a0e3neveHHs 3arajJbHUX Ta creniagbHUX ((PpaxoBUX)
KOMIETEHiH 3a cnenmianeHicTiIo 125 KiGep6esneka,
BM3HAa4Y€HOIo CTaHAapTOM BHUIIOI ocBiTH. [Iporpama HocuTh
NPUKIaJHAN XapakTep, CHpsMOBaHa Ha 3a0e3leyeHHs
notpeb puHKy npatti, 3okpema B IT ranysi.

OcHoBHuii okyc
OCBITHBLOI IPOrpamMu Ta
cneuiaaizaunii

CrenianibHa  ocsiTa Ta mnpodecifiHa miaroToBka B ramysi
iH(OpMALIHHIX TEXHOIOTIH.

ITinroroBKa....axiBliB  3JaTHUX BUKOPHCTOBYBAaTH |
BIIPOBa)KyBaTH TEXHOJIOTI] iH(popMaiitHoT Ta
KiOepHeTHYHOI CHCTEM Ha MiJANPUEMCTBAX, B YCTAHOBAX.
Kmouosi cnosa: [HOOPMAILIS, PU3MKH, 3AT'PO3Y,

BPA3JIMBOCTI, BAXUILIEHICTb, KIBEPBE3ITEKA.

Ocob6aunBocri
nporpamMu

IIporpama  nepenbavae — BUKIagaHHS  HaBYAJIBHUX
JMCLMIUIIH crewjamicraMu y cdepi indopmaniiinoi Tta
kibepHetnynoi  Gesmeku Ta  #oro  indopmauiitHo-
aHaJITUYHOro 3abe3NedyeHHs, IO CYTTEBO IOMIHOIIOE
(baxoBi KOMIIETEHTHOCT] MaifOyTHIX BHUITYCKHHMKIB.
[Tepenbaueno NpOBE/ICHHS JTeKUiHHUX KypciB,
CEeMIHApChKUX Ta MPaKTMYHUX 3aHSATh, JIaGOPATOPHUX
po0iT, 3 3amy4eHHAM (axiBLiB 3 iHhOpMaLiiiHOT Ge3nexy.
O6’exTn npodeciiinoi AiILHOCTI BUNYCKHUKIB!

ob'ekty  iH(opMaTH3alil,  BKIIOYAIOYM  KOMII'IOTEpHI,
aBTOMATHU30BaHi, TeJIEKOMYHIKaLliiHi, iH(opMaLiiiHi,
1H(hOpMaLifHO-aHATI THYHI, iHbopMariitHO-
TeJIeKOMyHIKallliHi  cucremu, iHdopmauiitai pecypen i
TEXHOJIOTi; TexHosoril 3abe3nedyeHHs Oesneku iH(oOpMmAILi;
TIPOLIECH YNpaBIliHHA iHpOpManiifHOO Ta/abo Kibepbesnexoro
00’ €KTiB, O MiAIATAIOTH 3aXHCTY.

Hini waByawHa  migroroBka  QaxiBLiB,  34aTHHX
BHUKOPHCTOBYBATH i BIPOBA/DKYBATH  TEXHOJOTI]




iH(popmauiiHoi Ta/abo KibepOe3neku.

TeopeTH4yHHH 3MiCT NpeAMeTHOI AislJILHOCTI

3HaHHA:

3aKOHOJaB40l, HOpPMaTMBHO-NPaBOBOi 0a3u VYkpaiHu Ta
BMMOTI' BIATOBIJHHX MIKHApPOAHHX CTaHIAPTIB 1 MPaKTHK
00 3AiHCHeHHs MpodeciitHOl AisIBHOCTI;

NPUHLIMIIB  CYNpPOBOAY CHCTeM Ta  KOMILIEKCIB
indopmauiitHoi Ta/abo kiGepbesneky;

Teopil, Mozenel Ta NMPUHLMIIB YNPaBIiHHS AOCTYIIOM JO
iHbopMaLiiiHUX pecypciB;

Teopil cHCTeM yINpaBiiHHS iHQOpMauUilHOW Ta/abo
Kibepbesnekoio;

MeTOiB Ta 3aco0iB BUSBIEHHS Ta ineHTH(DIKaLll pU3HUKiB;
METO[IB Ta 3aco0iB OIIHIOBaHHS Ta 3a0e3nedyeHHs
HEeoOX1HOro piBHSA 3aXHMIIEHOCTI iH(dopMallii;

MeTOAiB Ta 3aco0iB TeXHIYHOro Ta KpumnrorpadiyHoro
3axXUCTY iH(GopMalLlii;

Cy4acHHUX iH(pOpMalliHHO-KOMYHIKALIHHUX TEXHOJIOTIH;
Cy4acHOIo IpOrpaMHO-anapaTHoOro 3abe3neveHHs
iHbopManiiHO-KOMYHIKaI[iHHUX TE€XHOJIOT1H;
aBTOMAaTU30BAHUX CUCTEM IIPOCKTYBaHHS.

Mertoan, METOAHKH TAa TEXHOJIOIII:

MeTtonu, MeTOOMKM Ta  TexHousorii 3abe3neuyeHHs
indopmariiinei-rai-abo KibepOesneku
IHcTpyMmelTi Ta 06aaHanHs:

CHCTeMH po3poOku, 3abe3nedeHHs, MOHITOPHHIY Ta
KOHTpOJIIO iH(popMauiiiHol Ta/ abo kibepbesreku;

cy4yacHe MporpamMHo-anapaTHe 3abe3neueHHs
iH(pOpMAaLIHHO-KOMYHIKALIHHIX T€XHOJIOT1H.

Onuec npeameTHol
obnacri

[Tporpama nepenbauae:

- BUKJIQJAaHHA [JUCLMIUIIH LMKITYy mpodeciiHol ITiaroToBKu
aHIIIiICBKOIO MOBOIO;

nepenbadeHo B MeKax HABYAJIBHOIO TMPOLIECY OTPUMAaHHS
ceprudikariB Bil TMpPOBIJHAX KOMIAHIH B ramysi
iH(hOpMALIHHIX TeXHOOTIiH

- 3@ly4eHHS 10 NPOBENEHHS, CEeMiHAPCHKUX, MPAKTHYHMX
3aHATh Ta JlabopaTopHux poOiT, (axiBUiB-NPAKTHKIB 3
iH(opMaLiiHOI Ge3neKH.

- 3a0e3neyeHHs YMOB MiArOTOBKY 3/100yBadiB BUILOI OCBITH Y
pealbHOMY CepeZlOBHINI MaiOyTHBOI MpodeciiHOol AisUTHHOCTI
st HabyTTs BiANOBIJHMX KOMIIETEHI, IIUIIXOM OpraHizarii
NpOBEIEHHs  NpakTUK  (HaByajlbHa,  BUpOOHMYA  Ta
TepeUMIUIOMHa) Ha (QipMax-apTHEepiB, 3 MOMJIHBICTIO
MOZAJIBILIOTO MPalleBIALITYBaHHS.




IIpuaaTHicTs 10
npauesJalITy BAHHS

baxamasp 3  kiGepOesmeku  (BHUIIYCKHHMK) 3HaTHHI
BUKOHYBaTH  mpodeciiiHi pobotu 3a  JlepkaBHUM
kinacudikaropom npodeciii JIK 003: 2010:

OcHoBHa:

3439 daxisens i3 opranizauii indhopmariiinoi 6e3nexu
HonaTkoBa:

3439 @axiseup i3 opraizauii 3axucry iHdopmamii 3
00MEXXEeHUM JIOCTYIIOM

3121 ®axisenp 3 iHGpOpMaLIHHUX TEXHOJIOTIH

3114 daxiBeup iHbOKOMYHIKaLIii

3119 TexHnixk (cdepa 3axucty iHdGopmariii)

Ilopanbie HABYAHHSA

Bukaagauus
HABYAHHSA

Ta

MoxnuBicTh NPOAOBKUTH HAaBYAHHS 33  OCBITHBO-
npodeciiHo mporpamMor0  Apyroro  (MaricTepchKoro)
OCBITHBOI'O PiBHS BHILOT OCBITH.

CryneHTOLIEHTPOBaHE HaBYaHHS i BUKJIAIaHHS.
BuknanaHHs IPOBOAUTECS AEPHABHOK MOBOIO. [HO3eMHOIO
MOBOIO (@HIJIIMCBKOIO) MPOBOATECS BUKJIAJAHHSI OKPEMHX
JOUCLIMIUTIH, SIKi GOpMYIOTh npodeciiiti KoMmeTeHIi.

BuxnanaHus..cOpIMOBAaHO Ha 3aCBOEHHS 3HAHb, YMIiHb i
HaBHYOK JITSIITOANBILONO 3aCTOCYBAHHSI y TIPAKTHIIL.

OcHoBHMMH crocobaMH  mepefavi  3MICTy  OCBITHBHOI
NporpamMM €  NPOBEJEHHS  JIeKUid,  IpPaKTHYHHX,
nabopaTOpHUX 1 IHAMBIZyalbHUX 3aHITh, KOHCYJbTaLili,
pO3B’s3aHHs CUTyalilHUX 3a/a4, TeCTYBaHHS, PE3eHTALlil,
O3HaNoMmua, BUpoOHHYA, NIepeIUIIOMHA TPAKTHKA.

OuinoBaHHA

Bumu  KOHTpOmIO:  BXifHHM, TOTOYHHH, pyODKHUIA
(MonmynbHMH, TeMaTWYHMI) Ta MNiACYMKOBH KOHTpOJIb.
OuinroBaHHS ¢)OPMOBAHUX KOMITIETEHLIIii IPOBOIUTECS il
4yac KOHTPOJBHMX 3aXOMiB, sKi mepenbaueHi i€
OCBITHBOIO IIPOrPaMOIO Ta 3a3HauYeHi y HABUAIBHOMY IIJIaHi.
Kpurepii oLliHIOBaHHS 3HaHb, YMiHb Ta HABHYOK 3400yBa4iB
BHILOI OCBITH pO3po0JeHi y BiAMOBIAHOCTI [0 YMHHOIO
3aKOHOJABCTBA Ta 3arBepkeHi y «[lomoxeHni mnpo
OpraHisallilo  OCBITHBOrO mpouecy y JepxkaBHOMy
YHIBEpCHUTETI TeleKOMyHikauii». Takox, 3 Merow
OTPUMaHHS JOJAaTKOBUX OaliB B MexXax IHCLUIUIIH
3apaxOBYIOThCS 3[00yTi CTyqeHTaMU cepTUdiKaTh BiIOMHX
KOMIIaHi} 32 TEeMaTHKOI JUCLIUTUTIH.




Inrerpanbna
KOMIIETEHTHICTDh

3naTHICTh pO3B’S3yBaTH CKJIAIHI CremianizoBaHi 3a1aui Ta
NpakTH4Hi  mpobiemMu y  ramysi  3abesnedeHHs
iHpopMaLiiHOT Oe3mnexu i KibepOesreku, 1110
XapaKTepU3y€eTbCs  KOMIUIEKCHICTIO Ta  HENOBHOIO
BU3HAYEHICTIO YMOB.

3arajabHi
kommneTeHTHOCTI (3K)

3K 1. 3parHicTe 3aCTOCOBYBaTH 3HaHHS Y MPaKTHYHMX
CHUTYaIlisIX.

3K 2. 3HaHHS Ta pO3yMiHHA IpeaMeTHOI obiacti Ta
po3yMiHHS npodecii.

3K 3. 3patHicTh mpodeciiiHO CHiIKyBaTUCS JIepKaBHOKO
Ta iIHO3€MHOI0 MOBAaMH SIK YCHO, TakK i IMMCEMOBO.

3K 4. BwMiHHA BHABIATH, CTaBHTH Ta BHPINIyBaTH
npo0sieMH 3a Po(eCiHHUM CIIPSIMYBaHHSM.

3K 5. 3parmicte 10 momyky, oOpoGiieHHs Ta aHami3y
iHpopmaii.

3K 6. 3narHicTs peamidyBaTH CBOI mpaBa i 00OB’SI3KH sK
YJIeHa CYCIHiJIbCTBA, YCBiIOMJTIOBATH LIHHOCTI
IPOMAJSIHCBKOrO (BITBHOIO AEMOKPAaTHYHOIO)CYCIiIBCTBA
Ta HEOOXIZHICTH HOro CTaloro pO3BHUTKY, BEPXOBEHCTBA
TpaBsa, paB i cBOOOK JIIOAUHH i TpoMasiHuHA 1 YKpaiHi.
3K 7. 3patHicTh 30epiraTd Ta NPUMHOXYBaTH MOpaJIbHI,

Hell nepuoa Scanitts Pro aoHsey

KYJIbTYPHi,-Hay&OBi- [IHHOCTI 1 JOCATHEHHS CYCIIiJILCTBA HA
OCHOBI PO3YMIHHS iCTOpil Ta 3aKOHOMIPHOCTEH PO3BHUTKY
npeaMeTHOI obnacti, 11 MiCLs y 3arajibHiil CHCTeMi 3HaHb
PO MPHPOLY i CYCHNBCTBO Ta y Y PO3BHTKY CYCILJILCTBA,
TeXHIKM 1 TEXHOJIOTif, BUKOPUCTOBYBAaTH pi3Hi BHUIAHM Ta
(opmH pyX0BOi aKTUBHOCTI JUIsl aKTUBHOI'O BiJIIOYHHKY Ta
BeJIeHHsI 3JJ0POBOT'0 CIOCO0Y KHUTTS.

daxoBi KoMneTeHuii

(TIII)

IIIT 1. 3patHicTh 3aCTOCOBYBAaTH 3aKOHOJABYy Ta
HOPMAaTHBHO-IIpaBOBy 06a3y, a TakoX JepkaBHI Ta
MIKHapOAHI BHUMOTH, NPAKTHKH 1 CTAaHOAPTH 3 METOIO
3I1HCHEHHS npodeciiHol IISUTBHOCTI B raysi
iHdopmatiiiHoi Ta kibepOesmneku.

IIIT 2. 3patHicTe [0 BHKOpHCTaHHA iH(OpMaIiiiHO-
KOMYHIKaII{HUX TE€XHOJIOTIH, Cy4acHUX METO/IB i MoeJeil
iHpopmaLiiHOi 6e3mexH.

IIIT 3. 3patHicTe OO BHUKOPHUCTAHHS IPOrPaMHHUX Ta
NpOrpaMHO-anapaTHUX KOMIUIEKCIB  3aco0iB  3axHcCTy
iHdopmanii B iHopManiftHO-TeTeKOMYHIKalliHHIX
(aBTOMATH30BaHKX) CUCTEMAX.

IIIT 4. 3patHicTs 3abe3nedyBaTH HeNepepBHICTh Oi3HeCy
3riJIHO BCTAaHOBJIEHOI MOJITHKH Oe3MeKH.

IIII 5. 3patHicTs 3abe3nedyBaTd 3axXUCT iHdopmalii, 1m0
00pobIseTHCS B iH(opMaliiHO-TeJIeKOMYHIKaIli HHIX




(aBTOMaTH30BaHMX) CHUCTEMax 3 METOK peaisamii
BCTAHOBJIEHO] MOJIITHKY Ge3MeKy.

IIIT 6. 3naTHICTE BiHOBNIOBATH IUTaTHE ()YHKLIOHYBaHHS
iHpopMaLiiHuX, iHdopMaliiiHO-TeIeKOMyHiKalli HIX
(aBTOMAaTH30BaHUX) CHCTEM Icis peanizauii 3arpos |,
3ificHeHHs KibGepaTak, 360iB Ta BiAMOB pi3HMX KiaciB Ta
MIOXO/KEHHS.

Il 7. 3patHicTe BHPOBaJXyBaTH Ta 3abe3nedyBaTH
GyHKIIOHYBaHHS  KOMIUIEKCHHX CHCTEM  3aXHCTy
iH(popmarii (KomIuTeKCH HOPMAaTUBHO-TIPABOBHX,
OpraHizalliiHMX Ta TeXHIYHHX 3acobiB i MeTofiB,
npouenyp, NpaKTUIHUX MPUHOMIB Ta iH.) .

IIIT 8. 3patHicTh 3AiMCHIOBATH NPOLEAYPU YIpPaBIiHHS
IHIUIEHTaMH, TNPOBOAMTH DO3CIIAyBaHHS, HAIaBaTH IM
OLIIHKY.

IIIT 9. 3paTHicTs 37iMcHIOBAaTH MpodeciiiHy isIBbHICTE Ha
OCHOBI BIIPOBAKEHO]1 CHCTEMH yTIpaBJliHHS
iH(opMaLiiHo0 (e3nexoro.

IIIT  10. 3paThHicTE 3aCTOCOBYBATH METOAM Ta 3acoOu
KpUnTorpaiyHoro Ta TeXHIYHOTo 3axMCTy iHdopmanii Ha
06’exTax iHhOpMaLiiHOI AiATBHOCTI.

IIT 11. 3parHiCTh BMKOHYBATH MOHITOPHHI MpOIEciB
(GyHKIIOHYBAHHS.. ... H)OPMALIHHHUX, iHdopmaiiiHo-
TeJIEKOMYHIKAI#1H¥X (aBTOMAaTH30BaHMX ) CUCTEM.

IIIT 12. 3paTHiCTH aHANi3yBaTH, BHUSBISTH Ta OLIHIOBATH
MOKJIMBI 3arpo3H, ypasIMBOCTi Ta AecTabii3yrodi YHHHHKH
i I Ta iHQOopMaliitHUM

ITPH 1. 3acTrocoByBaTH 3HAaHHS AEpPKABHOI Ta iHO3EMHHX
MOB 3 MeTOI 3abe3nedeHHs e(EeKTHBHOCTI mpodeciiinoi
KOMYHiKallii.

ITPH 2. OpranizoByBaTu BiacHy npodeciiiHy AisibHICTS,
obupatd ONTUMaNbHI METOMH Ta CHOCOOH PO3B’SI3yBaHHS
CKIaJHMX  CIeLiali30BaHUX 3aJady Ta MPAKTHYHHX
npobneMy npodeciiiHii isTBHOCTI, OMIHIOBATH IXHIO
e(eKTHBHICTb.

IIPH 3. BukxopucToByBaTH pe3yJIbTaTH CaMOCTIHHOIO
TOLIyKy, aHajli3y Ta CHHTe3y iHdopMalii 3 pi3HUX Kepen
s eDeKTHBHOTO pillleHHS Creliali3oBaHMX — 3a1ay
npodeciiHol AiAITBHOCTI.

IIPH 4. AnanisyBaTi, apryMeHTyBaTH, IPUAMATH pillIcHHs
IpU pO3B’s3aHHI CKJIAJHUX CIELiali30BaHWX 3aJayd Ta
NpakTUYHUX mpobnem y npodecitinii QisapHOCTI,AKI
XapakTepU3ylOThCs  KOMIUIEKCHICTIO Ta  HEMOBHOIO
BH3HAYEHICTIO YMOB, BiJlIOBIJaTH 3a MPUMHSATI pillIeHH].




IIPH 5. ApantyBaTiCcs B yMOBaxX 4acToi 3MiHM TEXHOJOTiH
npodeciiHOl  JiANBHOCTI,  MPOrHO3yBaTH  KiHIEBHUH
pe3ynbTar.

INPH 6. KpuTU4HO OCMHCIIIOBAaTH OCHOBHI Teopii,
NPUHIUITHA, METOAM 1 MOHATTSA y HAaBYaHHI Ta NMpodeciiHii
HisTTBHOCTI.

IIPH 7. JlisTd Ha OCHOBiI 3aKOHOZAB4YOi Ta HOPMAaTHUBHO-
npaBoBoi 0a3u YkpaiHu Ta BUMOT BIANOBIHHUX CTaHJApTIB,
TOMY YHCJIi MDKHApOIHHMX B ramysi iHpopmaniiHoi Ta /a6o
KibepOe3neKH.

INPH 8. ToryBaru NpomoO3WIii [0 HOPMAaTHBHHX AaKTiB
oo 3abe3nedyenHs iHdopMaliiftHoi Ta /abo kibepbe3nex.
IIPH 9. BnpoBamkyBaTH IpoLecH, 0 0a3yloTbes Ha
HAlllOHAJILHUX Ta MDKHApOAHUX CTaHIApPTaX, BHSBIICHHS,
imenTudikanii, aHamily Ta pearyBaHHS Ha IHIHJIEHTH
indopmauiiiHoi Ta/abo kibepbesnexu.

INNPH 10. BukoHyBaTH aHami3 Ta [ACKOMIIO3MIIIO
iHopMaliifHO-TeIeKOMYHIKaL[IHUX CHCTEM.

IIPH 11. BukoHyBaTH  aHali3  3B’A3KIB  MiX
iHpopMaLiHHUMH npouecamu Ha BiIaTIeHUX
00YMCIIIOBAJIBHUX CUCTEMAX.

ITPH 12. Po3po0asiti Mozei 3arpo3 Ta NopyILIHUKA.

IMPH 13.... AHaji3yBaTd mNpoekTH iH(opMaliiHo-
TEJIEKOMY HIKAI X CUCTEM 0a3yrouuch Ha
CTaH/IapTH30BaHUX TEXHOJIOTISIX Ta MPOTOKOJAX Iepenadi
JaHUX.

IIPH 14. BupimyBaTud 3aBHaHHsS 3axXHCTy IIporpaMm Ta
indopmariii, mo oOpoGiserscss B iHpOpMaUiiHO-
TeJIEKOMYHIKallifHUX CHUCTeMax IpOrpaMHO-aNapaTHUMH
3aco0aMy Ta JaBaTH OLIHKY SKOCTI MPUHHATHX PillIeHb.
ITPH 15. BUKOpHCTOBYBAaTH Cy4yacHe MpOrpaMHO-arnaparHe
3abe3nedeHHs iHGOpMaIiTHO-KOMYHIKaI[iTHUX TEXHOJIOTIH.
IIPH 16. PeanizoByBaTH KOMIUIEKCHI CHUCTEMH 3aXHUCTY
indpopmanii B aBTOMaTH30BaHiil cucTeMi oprasizauii
(migmpHeEMCTBa) BIANOBIAHO OO BHUMOI HOPMAaTHBHO-
MPaBOBUX JJOKyMEHTIB.

IIPH 17. 3ale3meuyBaTd INpOLECH  3axXUCTy Ta
GbyHKLIOHYBaHHS inbopmaliitHO-TeneKoMyHiKaLli HHUX
(aBTOMATH30BaHKX) CUCTEM HA OCHOBI IPAKTHK, HABUYOK Ta
3HAaHb, IIOJO0 CTPYKTYPHHUX (CTPYKTYPHO-JIOTIYHHX) CXEM,
TOMoOJIOTiI Mepexi, CydacHHX apXiTeKTyp Ta Mojenei
3aXHUCTy €JeKTPOHHMX iHQOpMaliffHUX pecypciB 3
BiOOpaXKeHHSM  B3a€MO3B’SI3KiB  Ta  iH(opMauliiHux
MOTOKIB, I@pOLECiB M BHYTPIIHIX 1 BiAJaJeHUX
KOMIIOHEHT.

IIPH 18. BukoprcTOBYBaTH HpOrpaMHi Ta IpPOrpaMHo-




arapatHi KOMILIEKCH 3aXHCTy iHdopMauiliHux pecypcis.
ITPH 19. 3acrocoByBatu Teopii Ta MeTOOM 3aXHCTy UIA
3abesneyenHs Oesnmexu indopmauii B indopmamiiiHo-
TeJIeKOMYHIKalllHHUX CHCTEMAX.

IIPH 20. 3abe3nevyBaTi (YHKIIOHYBaHHS CIIELialbHOTO
IPOrpaMHOro 3abe3neyeHHs, M0N0 3aXUCTy iHhopmanii
BiJl pyHHYIOYHX NPOrpaMHHX BIUIUBIB, pyWHYIOUHX KOJIB B
TC.

ITPH 21. Bupiurysatu 3aaui 3abe3neueHHs Ta CynpoBOy
(B.T. 4HMCHi: OINISN, TECTyBaHHS, MiA3BITHICTE) CHCTEMH
YIOpPaBIiHHA JOCTYIIOM 3TiJHO BCTAHOBJIEHO! IIONITHKH
Oesmexku B iHpopmauiiHuX Ta  iHpoOpMmaliiiHO-
TeJeKOMyHiKallifHUX (aBTOMAaTH30BaHUX) CHCTEMax.

IIPH 22. Bupimysaty 3amadi ynpasiiHHS MpOLELypaMH
inenTudikanii, aprenTudikauii, asropusauii mnporuecip i
KOPHCTyBayiB B iHpOpMamiiHO-TeIleKOMyHIKaliHHUX
CHCTEMax 3riJTHO BCTAHOBJICHOI MOJITHKH iHpOpMamiiiHoi i
Kibepbe3nex.

ITPH 23. PeanizoByBaTH 3aXou 3 NPOTHAIl OTPUMAHHIO
HECaHKLIOHOBAaHOIO JOCTYITy 10 iHpopMauiiftHHX pecypeis i
npoueciB B iHdopmauifinux Ta  iHdopmauiiiHo-
TeJeKOMYHIKallifHUX (aBTOMaTH30BaHMX) CUCTEMAX.

IIPH 24.,.Bupiwiysaty 3aadi ynopapiliHHA JOCTYIIOM IO
inpopmarifHMx-peeypciB Ta npouecis B iHdopMmariiaux Ta
iHpopMalLiHHO-TeIeKOMYHIKAlIHHUX  (aBTOMATHU30BaHKX)
CHCTeMaxX Ha OCHOBI MojeleHd YNpaBIiHHS JOCTYIIOM
(MaHIaTHUX, JUCKPELiHUX, POIEOBHX).

IIPH 25. 3abe3neuyyBaTi BBeAEHHS ITi3BITHOCTI CHCTEMH
YIpaBIIiHHA JIOCTYIIOM OO eNeKTPOHHHMX iH(popManiliHuX
pecypciB i mpoueciB B iHdopMmauiitnux Ta indopmaniiino-
TEJIEKOMYHIKALIHHUX  (QBTOMATH30BaHMX) CHCTEMAax 3
BUKOPUCTaHHAM JXKypHAJIiB peecTpalii moziit, ix aHamisy Ta
BCTAHOBJIEHHUX IPOLEIYD 3aXHCTY.

IIPH 26. BmposamkyBaTd - 3aXxoau Ta 3a0e3nevyBaTH
peai3allil0  NpPOLECIB  MOMEpPeIKEHHA  OTPUMAaHHIO
HECAHKIL[IOHOBAHOIO JOCTYIy i 3aXHCTy iH(OpMAaliiHUX,
iHpopMaLifHO-TeeKOMYHIKalliHHIX  (aBTOMaTH30BaHMX)
CHCTEM Ha OCHOBI €TaJIOHHOI MOJeJi B3a€MOZIl BiAKpHTHX
CHCTEM.

IIPH 27. BupiuryBaTu 3agadi 3axuCTy MOTOKIB JaHUX B
iH(pOopMaLiiHuX, iH(popMaLiHHO-TeIeKOMYHIKaLli HHUX
(aBTOMATH30BaHUX) CUCTEMAX.

ITPH 28. AnanizyBaTi Ta MIPOBOAUTH OLIHKY e(EKTHBHOCTI
Ta PpiBHA 3aXHUIIEHOCTI pecypciB pi3HHX KJIaciB B
iHQopMaliiHUX Ta 1H(OpPMaUifHO-TeIeKOMYHIKaI[IMHUX
(aBTOMaTH30BaHMX) CHUCTEMax 3TiAHO  BCTAHOBJIEHOI




HOJITHKH iHopMaLiitHoi i kiGepOesneku.

IIPH 29. BukonyBaTu OLiHIOBaHHS MOXJIHBOCTI peanizarii
MOTEHUIHHKMX 3arpo3 iHpopmauii, mo o6pobiseTscs B
1H(pOpMaLiHHO-TeIeKOMYHiKaI[iHHIX cucreMax Ta
e()eKTUBHOCTI BHKOPHCTAHHS KOMIUIEKCIB 3aC00iB 3aXHCTy
B YMOBaXx peaii3alii 3arpo3 pi3HHUX KJaciB.

INPH 30. 3gilicHIoBaTH  OLIHIOBAHHA  MOXJIHMBOCTI
HECaHKI[iIOHOBAaHOI'O JOCTYITy 10 eJIEMEHTIB
iH(pOopMaLiiHO-TeTeKOMYHIKaLiHUX CHCTEM.

ITPH 31. 3acrocoByBaTH Teopii Ta METOAM 3aXHCTy s
3abe3nmeueHHss  Oe3nekd  eleMeHTIB  iHpopMmaliiHO-
TeJIEKOMYHIKaLliHHUX CHCTEM.

IIPH 32. BupimyBatu 3ana4i ynpaBiliHHA [poOLECaMH
BIZIHOBJIGHHS ILITaTHOrO (YHKUIOHYBaHHS iH(OpMaNiiHO-
TeJIEKOMYHIKallifHUX CHCTeM 3 BHKOPHUCTAHHSM IIPOLELYP
pe3epByBaHHS 3TiHO BCTaHOBJIEHOI MOJITHKH Oe3MeKH.
IIPH 33. BupinryBatu 3aga4i 3a0e3re4eHHs HENIEPEPBHOCTI
Oi3Hec mpolieciB opraHizaiiii.

ITPH 34. IlpuiimaTi y4acTh y po3poOLi Ta BIIpOBaKeHHI
crpaterii iHdopmauiiiHoi Gesneku Ta kibepbesneku
BIJIIIOBIJIHO JI0 LIiJIeH 1 3aBOaHk opraHisarii.

ITPH 35. Bupimysatu 3anavi 3abe3neueHHs Ta CympoBOy
KOMILIEKCHUX. -...cMCTEM  3aXHCTy iHopMalii, a Takox
MPOTHJIIT HECAHKNIOHOBAHOMY JOCTYIY 10 iH(pOpMalifHuX
pecypciB i mporeciB B iHhopMauiiinux Ta indopmaniiiHo-
TeJIEKOMYHIKaliHHUX (aBTOMATH30BaHMX) CHCTEMAX 3Ti/IHO
BCTAHOBJIEHOI MONITHKH iH(opMaLiiiHoi i KiGepOesneky.
IIPH 36. Bussnitu HeOe3ne4Hi CHUTHAIH TEXHIYHHUX
3aco0iB

IIPH 37. BumiproBatu mapamMeTpu HeOe3eYHHX CUTHAIIIB
IJIs TeXHIYHMX KaHaliB BUTOKY iH(opMamii Ta BH3HauaTu
e(QeKTHBHICTh 3aXHCTy BiJl BUTOKY iHbopMmalii BiamosigHO
0 BUMOI HOPMAaTUBHHMX JOKYMEHTIB CHCTEMH TEXHIYHOIO
3axucTy iHpopMalii.

IIPH 38. InrepnperyBaTd pe3ynbTaTH MPOBEICHHS
CreliaJbHUX BUMIPIOBaHb 3 BHUKOPHCTaHHSAM TEXHIUYHMX
3ac00iB, KOHTPONIO  XapaKTepHCTHK iH(popMaliiHO-
TEJEeKOMYHIKalliIMHUX CHCTEM BIAMOBIZHO HO BUMOT
HOPDMAaTUBHMX JOKYMEHTIB CHCTEMH TEXHIYHOIO 3aXHCTy
iH(popMmalii. :

ITPH 39. IIpoBoauTH atecrauito (Cnuparwoyuch Ha 00K Ta
OOCTEe)XEHHsS) PEeXHUMHHUX TepUTOpill (30H), NPHUMIIIEHb
TOLO B YMOBax JOAEPXKAHHS PEXHUMY CEKPeTHOCTI i3
(bikcyBaHHSM pe3yJbTaTiB Y BiAIOBIIHHX JOKYMEHTaX.
IIPH 40. 3abe3ne4yyBaTu HeNepepBHICTH MPOLECY BeAEHHS
JKypHaJIiB peecTpalii Mo Ta iHIMAEHTIB Ha OCHOBI




aBTOMAaTHU30BAHUX IPOLIEAYP.
IIPH 41. BnpoBamkyBaTH IpOLECH  BHSIBJICHHS,
iZeHTudikanii, aHalily Ta pearyBaHHS Ha IHIUIEHTH
1H(opMaiiHoi i KibepOe3mneky.

IIPH 42. 3actocoByBaTH HaLliOHAIBHI Ta MiXHApOIHI
peryimoroul akté B cdepi iHGopmariiinoi 6e3nexu Ta/ abo
KiOepOe3neku [Uist po3CIIifyBaHHS iHI[HU/IEHTIB.

IIPH 43. BupiuryBatu 3agaui 3a6e3neyeHHs] HENepepBHOCTI
Oi3Hec mpoleciB oprasi3auii Ha OCHOBI BCTAHOBJIEHOI
CHCTEMH YTpaBIiHHS iH(popMaliiiHOO Ge3neKoro, 3rigHo
BITYM3HAHUX Ta MIXKHAPOJHUX BUMOT i CTAHJapPTiB.

IIPH 44. 3actocoByBaTM pi3HI KJIacH  IOJITHK
inpopmaniiiHoi Gesneku Ta kiGepOesneku, o 6GasyloThCS
Ha  PHU3UK-ODIEHTOBAaHOMY  KOHTpPOJIi  AOCTYymy [0
1H(pOpMaLIHNX aKTUBIB.

ITPH 45. 3pilicHioBaTy aHani3 Ta MiHiMi3alilo pU3HKiB
00poOku iH(popMmanii B iH(popMariiiHo-
TEJIEKOMYHIKalliHHUX CHCTEMAaX.

IIPH 46. BupimyBatu 3amaui 3axucty iHdopmanii, mo
obpobnsieTecss B iHbOpMamiliHO-TeNleKOMYHIKalli HHUX
CHUCTEMax 3 BUKOPHUCTaHHSIM Cy4aCHHX METOHIB Ta 3aco0iB
KpunrorpagpigyHoro 3axucty indopmariii.

IIPH 47..BukogysaTd BIOpPOBaKeHHS Ta IIiATPHMKY
CHCTEM ‘BHABJICHHs BTOPTHEHb Ta BHUKOPHCTOBYBATH
KOMITOHEHTH KpunTorpahiyHOro 3aXUCTY JUTS
3a0e3neyeHHs HeOOXIIHOTO piBHS 3aXHUIIEHOCTI iHhopMmarii
B iHpOpMaLiHHO-TeIeKOMYHIKaLliHHIX CHCTeMaX.

IIPH 48. 3abesnedyBaTH HajeXHe (QYHKIIOHYBaHHS
CHUCTeMH MOHITOPHHTY iHbOpMaLiiHUX pecypciB i mpolecis
B iHOpMaLIiHHO-TeIeKOMYHIKal[iHHUX CHCTEMaX.

ITPH 49. 3a6e3neuyBatu (QyHKIIOHYBaHHS IPOrPaMHHX Ta
IPOrpaMHO-aNnapaTHUX KOMIUIEKCIB BUSIBICHHS BTOPIHEHb
pi3HMX piBHIB Ta KJIaciB (CTaTUCTHYHHX, CUTHATYPHHX,
CTaTUCTHUYHO-CUTHATYPHHUX).

ITPH 50. ITinTpumyBaTH npane3faTHiCTh Ta 3abe3neyyBaTy
KOH(QIrypyBaHHS CHCTeM BHSBIEHHS BTOPTHEHb B
iHpopMaLiHHO-TeeKOMYHIKAI[IHHUX cHCTEMaX.

IIPH S51. DBukopucTOBYBaTH IHCTpyMEHTapiii s
MOHITOPHUHTY IpOLECiB B iHpopMaIliitHo-
TeJIeKOMYHIKalLliHHUX CHCTEMaX.

IIPH 52. BupiuryBaTtu 3ama4i aHajiisy MpOrpaMHOrO KOy
HA HasBHICTh MOXJIHBHX BPa3TMBOCTEH.

SR VA

Gepﬁanekal

i Jhts

HHg |['pynma 3abe3neuenHs cneniamsHOCTI 125 Ki
chopmoBaHa i3 4yHcia HayKOBO-IIEAAroriuHUX IpalliBHUKIB

Kanpose 3abe3neye




HaB4abHO-HAayKOBOIO iHCTHTYTY 3aXUCTy iH(opmaii
JlepXXaBHOrO yHIBEpCUTETy TeleKoMyHikarii. KinbkicHuit
Ta SAKICHHH CKJIaj Tpymd BiANOBINAIOTH JiLEH3iHAM
BUMOTI'aM.

MarepianbHo-TexHiUHe
3a0e3nevyeHHs

Teopernuni  3aHATTA  NPOBOAATECS B CYYacHHX
KOMIT'IOTEPHUX Kjlacax Ta Creliai3oBaHHX J1abopaTopisx,
SKi OCHAIEHI Creliani3oBaHUMHU anapaTHO-NPOrPaAMHUMH
3acobamu.

Jns npoBeieHHsI MPaKTUYHHUX Ta JaOGOpaTOPHUX 3aHATH 3
MeTor0 (opMmyBaHHS MpodeciiHUX KOMIIETeHLid 3i
cnenianpHocTi 125 Kibepbesneka BHKOPUCTOBYIOThCS

6 crieriani3oBaHUX nabopaTopiii: «YnipaBniHHS
kibepbesnexoro», «IHdopMmauiiiHoi Ta KiGepbesnekny,
«Kibeprioniron», «be3neku iHpopManiiiHo-

KOMYHIKalliHHUX cHcTeM», «CHCTeM TeXHIYHOro 3aXHCTy
inpopmanii Ta apromaTu3auii 0OpoOKM», «3axHCTy
iHdopMariin.

Oxpim OCHALLICHHS Cy4aCHUMHU KOMIT I0TepaMH,
[IpOrpaMHO-anapaTHUMH KOMILIEKCAMH Ta
MyJIbTUMENIMHUMH  CHCTeMaMHM I  cIeLiaai3oBaHi
naboparopii obsnagHaHi:

nabopatopist  «YmpaBiiHHS KibepOe3neKoro» —
IPOrpaMHUMKY,,33¢00aMH MIATPUMKY NPHHHATTS pillleHb Y
chepi iH(opMaiiHOT Oe3nexu («Bubip»,

MPRIORITY 1.0), mporpamaMu  BUSIBIEHHS  3arpo3
indopmaniiHii Ge3meni y pexuMi peamsHoro yacy (IBM
Security QRadar SIEM), 3aco6amu 3aXUCTy Bijl €KCIIONTIB
(HitmanPro.Alert) Ta MOITYTHUX 3aBaHTaXXEHb
(Cryptolocker), cucremoro ympapminHs iHpOpMaLidHUMK
pusukamu 1 mnomitukoro Oesmexu (Digital Security),
CHCTEMaMU  ympaBliHHA  iHopmaliiiHolo  0e3neKoro
(«I'pud», «Konmop»), 3acobamm ayauty Gesneku
MmepexeBux mnpuctpoiB Titania Nipper Studio, makerom
Ethernet-nepexoriennss  (Capsa  Free), mnporpamaum
KOMIUIEKCOM  MOHITOPHHTY  3aBAaHb iH(opMauiiHoi
Oesnexu Pusnk Menemxep-Iado 4.3.2;

nabopatopiss  «IHbopmMamiiiHOi Ta KibepOesmexku» —
MibkMepexeBuM exkpaHom D-Link NetDefend, 3aco6amu
nposesieHHs: nenTecTuHry (Pwn Pad, CreepyDOL, Demyo
Power Strip), antuBipycaum komruiekcom ESET Secure
Business, MepexeBUM o00magHaHHIM (MapIupyTH3aTOPH
Huawei Tta TP-Link, xepoBanuii komyTratop Ta
HakonuyyBad My  Cloud Home), nporpamaum
3abe3neuenHaM Cicsco Packet Tracer GNC 3;

nabopatopisi  «Kibepnomiron» — CHUCTEMOIO YIIpaBJIiHHS




nofisMM Ta iHUMAeHTaMH KiGepGesmeku IBM Security
QRadar SIEM, ckanepoMm ypasnuBocTed nomgatkis IBM
Security AppScan, cucremoro 3amnoGiraHHs BTOPrHEHb
IBM Security Network Intrusion Prevention System.
naboparopiss «besneku iHbopMaLiiiHO-KOMYHIKaLIHHUX
cucreM» — nmporpamMHuM 3abesnedenHsM CrypTool,
NpOrpaMHO-TeXHIYHUM KomrtekcoM «Llentp ceprudikarii
KII0YiB», 3acobamu Kpunrorpadiunoro 3axmcry (IP-
mudpatop CryptolP-448, €JIEKTPOHHHUIH KJTIIOY
“SecureToken-337, nporpamunii IP-um¢pparop «CryptolP-
VPN Client», 6e3xontaktHuit kapt-pinep KP-382, USB);
nabopatopis «CucteM TeXHIYHOro 3axucTy iHpopMauii Ta
aBToMaru3alii oOpoOKH» — MPOrpaMHUMH KOMILIEKCAMHU
mozemoBanHs (Electronic Workbench, Matlab Simulink,
LabView), 3pazkamu 3aKIaJHHUX NPUCTPOIB, 00JIaHAHHAM
JUI TIOUIyKy 3aco0iB NpPHUXOBAaHOTO 3HATTS iHGopmarii
(DigiScan EX, «Ilipanes», IC-RS, IC-R20, AR 8200, IC-
R2500, meninidinuii ngoxatrop NR-900EM), metexkropamu
nons (Protect 1206i, Protect 1210), kommiekcamu 3aco6iB
3axucTy iHdopMmanii BiJ HECAHKLUiIOHOBAHOTO JOCTYILY
(«JIozan, «I'pud», «Pyoix-PCO»);

nabopatopis  «3axmcTy iHQopMmamii» — mporpamHo-
anapaTHHM-KOMITIEKCOM BiJIE€OCIOCTEPEIKEHHS Ta OXOPOHH
06’ekti  1HPopMauiiinoi  mismeHocti  (HikVision),
aBTOMAaTU30BAHUM  KOMILIEKCOM  KOHTPOJIIO  JIOCTYILY
(Harbor), cnosiugyBauamu  iH(ppavyepBoHUMH  (THILY
SRP 600) Ta wmarniTo-koHTakTHUMH (THmy COMK-10),
reHepaTopaMH aKyCTHYHHX Ta EJIeKTPOMArHiTHHX IIyMiB
(Piac-2I'C, T'II 1000, KVS-3000), 3aco6oM mnpuayiieHHs
MoOinbHOrO 3B’s3Ky  «bepkyT», 3acobaMu  mouryky

npuxoBaHux Bigeokamep («Kseptyc», CC-308+).

Indopmaniiine Ta
BABYANLHO-MLTOANYNL
3abe3neyeHHs

Hauionanbna
KpeAHTHA MOOLIbHICTD

Bei  gucnumiiHM - HaBYANBHOTO  IUIaHy — 3abesmneueHi

1R(OpPMaITHIMHA Ta HaB4aJ1bHO-METOAUYHUMH
MarepiajaMd, Ta pO3MIIIEHI Yy CHCTeMi IMCTAHLIHHOrO
HaB49aHHA Moodle.

HasBHICT, JBOCTOPOHHIX JOroBOpiB MiX JlepkaBHuUM
YHIBEPCHTETOM TeJEeKOMYHIKalliii Ta 3aKiagamM BHIIO]
ocBiTH VYKpaiHu 3abe3nedye HaLiOHAIbHY KpPEAUTHY
MOOUIBHICTB.

MixkHapoaHa KpeanTHa
MOOIJIBHICTD

3MICT OCBITHBOI NPOTrpaMH BiAMOBiZa€ CTAHAAPTAM BHIIOL
OCBiTH, 11O JO03BOJAE INpUIMATH y4acTb y Mporpamax
TIO/IBIMHMX JHMILIOMIB Ta OYTH KOHKYPEHTOCIIPOMOXKHHM Ha




CBITOBOMY PHHKY IIpalli.

Hasuauus
3n00yBauiB
OCBITH

iHO3eMHHX
BHILOT

Ilepenbavae  HaBuyaHHA
rpOMaJsiHCTBA.

1HO3EeMIIiB

Ta

ocio

Oe3
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2. Ilepestik KOMINOHEHT OCBITHLO-Npodeciiinoi / HayKoBOT mporpamu Ta ix
JIOriYHA MOCJiA0BHICTH

2.1. 3MicT NiAroTOBKH 32 OCBITHLOIO MPOrPaMoI0 KOMIETEHTHOCTI Ta
pe3y/JbTaTaMH HABYaAHHS

Ne : : Pesynsrar
e Jucuuniiza Hludp KomnerenTHicTs b
1. Huxa auenuniin 3arajibHOT NiAroTOBKH
e 5 e 3K 1,3K5,3K 8, ITPH 1, ITPH 2,
1. | I'pynoBa nuHamika i KOMyHiKaii 3K13.1.01 1 1 [IPH 4
2 Ykpaincbka MoBa 3a mpodeciiHuM 3K13.1.02 3K 2,3K 5, [T 2 IIPH 1, ITPH 2,
CIIpSIMYBaHHSIM ITPH 4
: : 3K1,3K2,3KS5,
3. | ®inocodis 3K13.1.03 3K 6, IT112 ITPH 1
s ” 3K 4,3K5,3K 7, ITPH 4, TTPH 9,
4. | 3acagm BiAKPHTTA BIacHOro GizHecy 3K13.1.04 I 1 [TPH 16, TTPH 20
5. | Inozemua mosa* 3K13.1.05 3K 1IIIT 3 ITPH 2
6. | Bama maTtemaruka 3K13.1.06 3K 6, IT14 ITPH 8
HopmarusHO-nipaBoBe 3a0e3neueHHs [TPH 4, TIPH 9,
7 inpopmaiitHol 6e3nexku At0 T [1PH 16, ITPH 20
g Coulam_»uoeKonf)rlnma Oesneka npoa:ua nepuﬁrzurjn.ufuﬁg 3K 6, ITI1 1 [PH 9
KHTTEAIATBHOCTI b gk s
9 3actocyBaHHS iH(pOpMaIiHHO- 3K13.1.09 3K 1,3K2,III12, | ITPH 7, I1PH 10,
" | TenekomyHikauifHuX 3ac00iB . [I17 ITPH 11, ITPH 14
10. | ®izuka 3K13.1.10 3K1,3K2,IIIT 1 ITPH 8
s 3K 3, ITIT 1, TIIT 2,
11. | Teopis indopmanii Ta KoxyBaHHS 3K13.1.11 ITI1 6, TII1 7 ITPH 3, ITPH 5
12 Crangaptu inpopmaniiitoi Ta 3K13.1.12 3K 3,IITT 6, 11 7, | IIPH 4, IIPH 16,
" | kibepOe3nexu = [T 8 ITPH 17, TTPH 19
2. Ipka aueuuiuiia npodeciiinol Ta npakTHYHOT MiAroTOBKH
Teopis Kin i cHrHANIB B 3K 3,111,112, HPH 5, HEH 5,
el I G : I11113.2.01 ITPH 36, I1PH 37,
iH(opmanifiHoMy Ta KibeprpocTopax [m16, 17 TIPH 38. TIPH 39
2. | IIpuknagse mporpaMyBaHHS I1I113.2.02 3K 4,1 5,116 | IIPH 8, ITPH 12
. . ITPH 5, TTPH 7,
3. Anapla'rm Ta 1}QorpaMH1m3ac:06H [I113.2.03 3K 3, T 1, ITI1 4, [TPH 9, TIPH 10,
KOMIT'FOTEPHOI 1H)KEeHepil ImI 5, TI17 [IPH 11
4. | Onepauiiini cucteMu I11113.2.04 et RS e

1T 5, IIT 7

ITPH 10, ITPH 12




VR —— 3K1, 3K4, 3K5, ITPH3, TTPHY,
B e e T T 13..2.05 II18, TIIT11, | TIPHIS, TIPH28,
iH(popMaLifHUX cHCTEM 012 [IPH51
[TPHS, ITPH14,
6 3axHCT BIJ LIKIUTHBOTO IPOTrPaMHOT0 [T 13.2.06 3K1, 3K4, ITI15, | TTIPH18, ITPH20,
" | 3aco0y . IT16, I1I19 ITPH49, TIPH51,
ITPH52
y 3K 3,116,117, | TIPH 8, [TPH 17,
7. | lpuknagsa Kpunroioris [1113.2.07 II1 8 [IPH 18
: 3K 3, II1 1, ITI1 4,
8. | XMapHi TeXHOJIOTi] [11113.2.08 IT7T 5, 11T 11 ITPH 14
ITPH 3, ITPH 4,
KommuiekcHi cucTemMu 3axucTy 3K 3,3K 4, I1IT 5, [IPH 5, IPH 6,
9 | I1I113.2.9 [T 6. TT1T 7. [T 8 [TPH 7, ITPH 9,
inQopmanii o TTIPH 13, TIPH 14,
ITPH 16, TTPH 19
G 3K 3,111, 1114, | ITPH 10, ITPH 15,
10. | lIty4nuit inTenext [11113.2.10 I 5, T 11 IIPH 16
ITPH12, ITPH14,
3K2, 3K4, ITI15, | ITPHI15, ITPH21,
11. | OcHoBH HauiOHAIEHOI Oe3neKu [1113.2.11 [1116, I1I111, [TPH23, TTPH25,
11112 [TPH27,ITPH49,
MpoBrifit nepion Scanitto Pro orones I‘LPHS 1 y HPHsz
\efse visit ww. scanitto.com HPH6, HPle,
o [TPH19, [TPH29,
12. | Indopmaniiina Gesnexa aepxaBu [1113.2.12 3K2, 3K5, ITI12 [TPH31, [IPH32.
ITPH48
3, | SEeTGER NeRe Ty MIT11.2.13 S, [TPH33
iHpopmaniitHoi 6e3nexn
: . [1PH4, ITPH12,
14. | Teopis pusukis [1I113.2.14 3K2, 3K5, IT18 [TPH19, [IPH23
15 CucremHwuii anami3 iHGopmaniiHol 132,15 3K1, 3KS5, II11, ITPH1, ITPH7,
" | Gesmexu il [1I110 [TPH46, ITIPH47
3K1,9K2,3K5, | (LD HPR2L,
3K7, TI1, TS, | Liii 24, HIPH2A,
16 | Iludposa xpuminamicTuka I113.2.16 : : > | TIPH28, TIPH34,
[I18, ITIT10,
M1 1. TIT12 [TPH41, TIPH42,
’ [TPH45
17 ExoHomiuHa Ge3nexa isuIbHOCTI [I113.2.17 3K2, 3K5, ITI11, [TPH4, TTPH19,
MiAMPHEMCTB R I1114, TIITS [IPH22, 28, [TPH44
[TPH11, I[TPH15,
[TPH18, I1PH21,
3K2, 3K3, 3K4, ITPH22, TTPH23,
IT12, I1I14, TIT15, | TIPH24, TTPH2S5,
18. | SIEM cucremu I11113.2.18 TIIT8, TIT9, TTPH27, [IPH28.
1111, ITIT12 [TPH29, ITPH 40,

ITPH43, ITPH48,
ITPH 47, ITPH 51




Oprani3auiiine 3abe3neyeHHs 1111, T1I14, T1I16, 7 ?
19. y [11113.2.19 [TPH23, [TPH24,
3axmcTy iHopmartii 1118, TII19,
L | TR RS0,
’ ITPHA43
| MI113.2.20 3K2, T2 TIPHS, TIPH13
IiJIOBOJCTBA
ITPH6, ITPH 15,
. ITPH 22, TTPH28,
’1. Hpoemy.nzi;)mx c:ci';em TEXHIYHOT'O [I113.2.21 3K1, ?‘I[(l’?é I1I111, ITPH 36, TIPH 37,
el oo TIPH 38, ITPH 39,
I1PH 46, ITPH47
22. | O3naifoM4a npakTHKa I1I113.2.22 3K1, 3K4 TIPH2, ITPHS,
[TPH7
23. | BupoOHHYa paKTHKa I1I113.2.23 3K1, 3K4 b T D,
[TPH7
24. | TlepemmuniaoMHa pakTHKA I11113.2.24 3K2, 3K4, 3K5 i l_r[gg’aHPH 4,
: T 3K1, 3K2, 3K4, | IIPH2,TIPH3, [TPH
25. | MigroroBka kpaidikaniinoi podora IM113.2.25 3K5, T 4, TIPH 6, TIPH7

3. Jucummifiiii gificioro BuGopy cryaenra

Jlucumriina BinbHOro Bubopy cTyaeHTa

Jlucuuniina BiTbHOrO BUOOpY CTyAEHTa

Jucumniina BinbHOro BUOOpy CTyAeHTa

JlucumIutina BiIbHOro BUOOpY CTy/EHTa

JlucumruiiHa BineHOro BUOOPY CTYAEHTa

Jucumruiina BimbHOro BHOOpY CTyAeHTa

Jucuumniina BinbHOro BUOOpY cTyAeHTa

ol e o a8 o e Sl ol s

Jucumrutiva BilbHOro BUOOpPY CTyAeHTa

9. | iMcumnuina BiIbHOro BUOOpY CTyIeHTa

10. | Jucumnnina BineHOro BUGOpY CTyAEHTa

11. | ducumnniza BiibHOro BUGOpY CTyAeHTa

12. | Jucuuniixa einbHOrO BUOOpPY CTyeHTA

* JHO3eMHa MOBa y HaBYAJIBHHUX IUIaHAX AN 1HO3eMIiB Ta ocid Ge3 rpomanasHCTBa
3aMiHIOIOTECS Ha YKPAaTHCBKY MOBY (3a mpodeciiHUM CIIpSIMYBaHHIM).




2.2. llepenik komnonent OII

Kon v/n KoMIoHEHTH OCBITHBOI IPOrpaMu KinexicTs ®opma
(HaBYABHI JUCHHUIUTIHH, KyPCOBI IPOeKTH (poboTH), KpEIHTIiB MiACYMK.
npaKkTHKH, KBasiikaniiiHa po6ora) KOHTPOJIIO
1 2 3 4
0608’ a3k0Bi KomnonenTn OI1
3K13.1.01 | I'pynoBa auHamika i KoMyHikanii 3 Banix
3K13.1.02 Ykpaincska MoBa 3a IpodecitHiM CIIpsSMYBaHHIM 3 Sanix
3K13.1.03 dinocodis 3 [cnut
3K13.1.04 3acai BiZIKpHTTS BIacHOrO Oi3HECy 3 Saik
3K13.1.05 | Inosemma MoBa 10 ol
Ienut
3K13.1.06 Buima matematuka 12 Sayi,
lenut
3K13.1.07 HopwmartusHO-IpaBoBe 3abe3neuenns inpopmaniinoi 3 [enut
Oe3nexu
3K13.1.08 CouianbHo-exosoriuna 6e3nexa JXUTTEASITBHOCTI 3 Icnut
3K13.1.09 Bacmf:ynaﬂﬂa iH(popMaliiHO-TeIeKOMYHIKalll FHHX 6 3anik
3aco0iB
3K13.1.10 | Gisuxa 7 A
lcnut
3K13.1.11 | Teopis ingopmauii Ta KOZVBAHHSA 4 Ienut
3K13.1.12 CraHmapT iHpopMaIiHHOFEd. mﬁapﬁcanelm 3 Icnut
Teopis ki i curHaiis B iHpopmalifinomy Ta foftpt
[11113.2.01 ; 5 Kypcosa
KibepripocTopax
pobota
Sanik, Ienut
[1113.2.02 | [Ipuxnagse nporpaMyBaHHs 10 Kypcoga
pobora
[11113.2.03 | Anmapatsi Ta nporpaMHi 3aco6u KOMIT'IOTEPHOI iHKeHepil S 3aik
[11113.2.04 | OnepauiiiHi cuCTEMH 3 Icut
[I[113.2.05 | Anaui3 Ta ouiHka ypa3nuBocTel iHpOpMaLiHHUX CHCTEM 3 Ienuat
[1[113.2.06 | 3axmcT Bij WIKiIIHBOTO MPOTrPaMHOro 3aco0y 6 3anix
3anik, lenut
[11113.2.07 | [TpuknagHa KpHOTONOTIS 8 Kypcosa
pobota
I1113.2.09 | XmapHi TeXHOIOTI] 3 3ajik
3anik, Icnut
[I113.2.10 | KoMnieKkcHi cucTeMu 3axucTy iHpopmail 10 Kypcosa
poboTa
II113.2.11 HITy4Hu# iHTENEKT 3 3anik
[11113.2.12 | OcHoBH HaliOHAJIBHOI OE3MEKH 3 Icnut
[1113.2.13 | Indopmaniiina Ge3neka aepxaBu - Icout
[[113.2.14 | Cucrema MeHeKMEHTY iH(popMaLiiiHoi Oe3nexu 3 3anik
I1113.2.15 | Teopis pu3HKiB 3 3aiik
[1[113.2.16 | Cucremunii anani3 inpopmauiiinoi Oesneku 5 3anik
[1113.2.17 | LludpoBa KpuMiHaTiCTHKA 5 Icnut
[117113.2.18 | Exonomiuna Ge3nexa AisIBHOCTI MIANPHEMCTB 4 3anix




I1113.2.19

SIEM cucremu

Ienut

I1I113.2.20

Opranizaniiine 3a0e3nedeHHs 3axucty iHbopMairii

3anik

I11113.2.21

Oprasizaliis cnemnialpHOro AiJI0BOACTRA

3anix

I11113.2.22

[IpoekTyBaHHS CHCTEM TEXHIYHOTO 3aXHCTy iHpopMaril

Termut

I1113.2.24

OsHaifoMy4a NIpaKkTHKa

3anmik

I1I113.2.25

Bupobuuya npaktuka

Sanik

I11113.2.26

IlepepmuniomMHa npakTHKa

3anik

I1113.2.27

Ksanidikauiiina po6ota

Sanik

3araapHui o6csar 0608’ AI3KOBHX KOMIIOHEHT:

(== o] Koo Ko ¥ LUS ] I =N [ = I =N N =N

—
(=]

Bubipkosi komnonentn OII

Jlucuumiina BibHOro BHOOPY CTyAEHTa

Jucummiiza BiIbHOro BUOOPY CTyeHTa

Jucoumniiza BiTbHOro BHOOPY CTYAEHTa

Jlpcuurutiga BUIBHOTO BHOOPY CTYACHTa

Jucuuruiina BiTeHOT0 BUOOPY CTyIeHTa

Jlucuurutiga BUTbHOTO BUOOpPY CTyeHTa

Jlucuumniiza BinbHOro BUOOPY CTyJeHTa

JlucumIutiHa BiIbHOro BHOOPY CTyAEHTa

Jlucuumnuiza BilbHOro BUOOPY CTYJEHTA

Jlucuumulina BUIBHOTO BUOOpPY CTY/IeHTa

Jlucummiiza BUIbHOro BHOOPY CTYEHTa

Jlucuunuiza BiibHOro BUOOpY CTyAeHTa

3araabuuii 06cAr BHOIPKOBHX KOMIIOHEHT:

60

3ATAJIBHAI OBCSII' OCBITHBOI ITIPOI'PAMMU

240
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2.3. CrpykrypHo-aoriuna cxema OII

k4

ﬁ.—. PG

CEMECTP

CEMECTP

CEMECTP




3. ®opma aTecTauii 3100yBayiB BHILOI OCBITH

Dopmu amecmayii
3006y8auie euujor
ocgimu

Arecrauis 3100yBa4iB BHIIOI OCBiTH 3MiHCHIOETBCS Y GopMi
My OJIiYHOro 3aXUCTy KBatidikauiiHoi po6oTH.

Bumozu oo
keanigixayiuHoi
pobomu

KBanidikauiiina pobora nependavae PO3B’A3aHHS
crmeniani3oBaHoi 3ajadi B ramys3i iHdopmamiiiHoi Ta
kibepHeTnuHoi Ge3neku. Mae 6yt mepesBipeHo Ha ruiariat
BianosigHo «IlonmoxkeHHs mpo 3amoGiraHHs aKaZleMiYHOMY
nnariaty y JlepkaBHOMy yHiBepCHTETi TeleKOMYyHiKaLiii» Ta
ONPUJIIOJIHEHA Y IETO3UTAPil0 YHiBepCUTETY.

Npofkel nepuon Scanito Pro ko

Plezsa visit www.scanitto.com



4. MaTpuus BiANOBIAHOCTI NPOrpaMHHX KOMIIETEHTHOCTEMH
KOMIIOHEHTAaM OCBITHBOI NporpamMu

AL 3LL.00
3K13.1.02
3K13.1.03
JK13.1.04
JK13.1.03
JK13.1.06
3K13.1.07
JK13.1.08
JK13.1.09
JK13.1.10
3K13.1.11
JELY.1.12
Mmnis2 ol
Nni3202
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N0132.04
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S. Marpuus 3a6e3neyeHHsi nporpaMHux pesyabraTtiB HaByaunus (ITPH)
BIINOBIIHHMH KOMIIOHEHTAMH OCBiTHBOI POrpamMu
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I'apauT 0cBITHBOI IpOrpaMu
JloueHT Kadeapu ynpasiiHHS iHOOPMALIHHOIO Ta KibepHETHYHO Ge3MeKOor0
HaBuanbHO-HayKOBOT'O iHCTUTYTY 3aXHUCTy in)opmaui'l'

Jlep>XaBHOTO YHiBEpCHTETY TelleKOMYyHiKali,
KanaugaT TeXHIYHUX HAyK, JOLIEHT 2
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