MIHICTEPCTBO OCBITH I HAYKHU YKPAITHU

JNEPJKABHUM YHIBEPCUTET TEJJEKOMYHIKALIN

OCBITHBO-ITIPO®ECINHA ITIPOTPAMA
YIIPABJIITHHS

TH®OPMANINHOIO BE3INEKOIO

Apyroro (MaricrepchbKoro) piBHsi BUIIOI OCBITH

(oHOBJIEHA)
I'asy3b 3HaHb 12  Iudopmaniiini  TexHOJIOrII
CroeniajbHICTh 125 KibepOe3nexa

OCBiTHﬂ KBaﬂi(l)iKalliﬂmeariCTp 3 Riﬁepﬁesnexn 3a

P|E=¢ss Vigit www.Ecanifig.co

3ATBEP/DKEHO BUEHOIO PAJIOIO
["onoBa BuUe€HOI panu

IMporokon Ne 11  Big 16 uepena 2022 p.

s ——

OcBiTHs nporpaméh}m}o 3 01 eepecwi 2022 p.
N7

S ¢ 7 O\

Pextop B.b. Tomybko

Hakas 2022 p.

Kuis 2022



JIUCT NOTrOI’KEHHSI
OCBITHBO-ITPO®ECINHOI MPOT'PAMU

rajay3b 3HaHb 12 «Ingpopmayiiini mexronoeiiy
crneuiajJbHICTD 125 «Kibepbesznexay

piBeHb BHILOI OCBITH opyeuii (mazicmp)

ocBiTHS KBadiikauis Maczicmp 3 kibepbesnexu 3a cneyianizayiero

ynpaeninus inghopmayitinoro beznekoio

- Tlpopexktop 3 HaBYAIBHO-BUXOBHOI Ta HayKOBOL 7 g
pobotu \/4/"9 JL.H.bepkman

- IlIpopexTop 3 HaBYAJTEHO-BUXOBHOI pOOOTH K/ I.O. OnpxoBas

- JTupexrop Hap4anbHO-METOAUYHOIO LEHTPY 7/ 1.B. 3ampiii

- Buena pana HaBuanbsHO-HayKOBOro IHCTUTYTY 3aXUCTy iH(pOpmarii

Npofreil nepuan Scanito Pro ko

Pleass visit www. scanitio.com

[IpoTokon Ne 9 Bigm «19 MpasHs. 2022 p.

INonosa Buenoi Pagu HHI3I

r / ¢/ B.A. CaBueHKko

N

Kadenpa ynpapninas iHpopMaLifHOIO Ta KiGepHETHYHOO Oe3MeK0r0

[Ipotoxon Ne 8/1 Bim «I6» mpagus 2022 p.
3aBinyBay kadenpu yIpaBliHHS /
iHpopmaliiiHOl0 Ta  KiOEpHETHYHOMO
Oe3nexoro

— C.B. JlerominoBa

= [TpencTaBHUKY PUHKY Mpalil:

Periensii Ha ocBiTHBO-TIpOGECiiHy Mporpamy MiAroTOBKU 3100yBa4iB BHIOI OCBITH
¢bipm — napTHepiB:
ToBapucTBO 3 00MekeHo0 BinnoiganbHicTIO «IT cremiamicT»;
3aBimyBaua kadenpu iHdopmauniiiHux TexHoioriii  HamionaneHoro
YHIBEPCHUTETY Xap4OBHUX TEXHOJIOTH, 1.T.H, c.H.c. Uymauenka C.M.



INEPEIMOBA

Po3pobiieHo po604oro rpynow y CKiIamil:

I'apanT ocBiTHBO-IpO(eciiiHOl nporpamm -

JlerominoBa Caitnana BonoaumupiBHa - JOKTOpP €KOHOMIYHHX HayK,
npodecop, 3aBigyBay kadeapH yrnpasliHHA iHOpMaLIHHOO Ta
KibepHeTUYHOIO Oe3IeKor0.

I'onoBa poGo4ol rpynu -
J3t06a Tapac MuxainoBud - KaHAUAAT TEXHIYHUX HAYK, HOLEHT, JOLEHT
kadeapu ynpasiaiHHs iHQopMaiiiHOO Ta KiGepHETHYHOO 6e3MeKo0.

Yaenu pob6o4oi rpynu:

Sxumenko HOpiit MuxaiinoBuy - KaHAMJAT BiMCHKOBHUX HayK, HOLIEHT,
JOLEHT Kadenpu yrnpaBiiHHS iHPOpPMaLiHHOK Ta KibepHEeTUYHOIO Ge3MeKoo;
My:xaHoBa TerssHa MuxaiiniBHa - KaHIUAAT HayK 3 J€P)KaBHOTO YIPaBJIiHHA
HayK, JOLEeHT, MOOueHT Kkadenpu ympasiuiHHS iHQoOpMalLiifHO©O Ta
KiGepHeTUYHOIO 0e3MeKo1o; e

PaGuyn JImutpo Iroposuu - pxea;fm@amm'rexniqnnx HayK, JOUEeHT Kadenpu
yIpaBIIiHHA iHPOpMaLifHOIO Ta KiOepHETHYHOIO Oe3MeKolo;

3anmopoxxueHko Muxaiino MuxaioBuu — acucTeHT Kadepd YIpaBiliHHS
iHpopMaLiHHOIO Ta KibepHETHYHOIO Oe3MeKoro;

Cewmeiikin FOpiit Bopucosuu aupexrop TOB «IT Cneunianicty;

Yymayenko C.M., n.T.H., c.H.c., HalioHanbHWIl YHIBepCHTET Xap4yOBHX
TEXHOJIOT'1i;

[Tpumauenko [liana BonoaumupiBHa — cTyaeHTKa -crengiagbHocTi 125
«KibepOesnekar.

OcsitHbO-nIpodecifina mporpama po3pobiieHa y  BIANOBIAHOCTI 10
JlepxaBHOTO CTaHIApTy BHIIOI OCBITH 3a creuianbHicTio 125 «KibGepGesmekay mis
npyroro (maricrepcbkoro) piBHs Bumoi ocsith (Hakaz MOH Vkpainu Bix
18.03.2021 Ne 332); mpodeciitHoro cranmapTy Ha rpymy npodeciii «Bukianaui
sakianis  Bumol ocBitw» (Hakaz MinekoHomiku Bix 23.03.2021 Ne 610);
peKOMeHIaliil akpequTallifHuX KOMICili YHiBepcuTeTy; Mpono3uLiii po6oTonaBILiB;
noGaXkaHs 3700yBa4iB BUILOI OCBITH.



BIIOMOCTI ITPO MEPEILJISII OCBITHBO-IIPO®ECIMHOI IPOT'PAMM

OcBiTHBO-NIpOQECIiiHA NporpamMa MNeperisiHyTa Ta OHOBIEHZ Y
BIATIOBIHOCTI A0 PEKOMEHJAlil akpeauTaliiHoi KOMicii, 3ayBa)keHb Ta
nobaxkaHb CTEHMKXoaAepiB (CTyIeHTiB, poOOTOHABIIB, TIPOMAACHKO]
oprasizauii) Ta 3 MeToro miaBuieHHs npusabmusocti OITIT «Ynpasninuas

iHbopMailiHOI0 0e31eK00)» Ha PUHKY OCBITHIX MOCIIYT.

3aTBep/UKEHO pilleHHsAM Kadeapu YnpasiiHHs iHopMaLiitHO© Ta
KibepHeTHYHOIO Oe3neKkoro — nmpotokon Ne 8/1 Bim « %f» TWZOZZ p.
3aBinyBay4 kadenpu (rapant OIIII) / _— C.B. Jlerominosa

/e’.
Npobkei nepuan Scanito Pro oedhsse
Pleass visit ww.ecanitjo,

3aTBep/UKeHO pilleHHsM BueHoi paau yHiBepcureTy — nmpotokon Ne 11 Bix

«16» gepBHs 2022 pokKy.

BBeznena B zito Haka3oM pekropa Bia 16.06.2022 poxy Ne 47.



1. Mpodias ocBiTHLO-pogeciiiHol nmporpamu

IToBHa Ha3Ba BHLLOTO
HaBYaJbHOI0 3aKJaAy Ta
CTPYKTYPHOIO miapo3aiay

JlepxaBHUH yHIBEpCHTET TEIEKOMYHIKaIlii,
HaguanbHo-HayKOBUH IHCTHTYT 3axucTy iHpopMaii

Cryniab BHLIOT OCBITH Ta
Ha3Ba kBaJjidikauii MoBoI0O
opuriHaJy

Marictp

OcsitHs kBanigikawis — Marictp 3 kiGepbesnexu 3a
crieniaiizalielo ynpasniHas iH(GopManiiiHow0
0e3neKoro

Odiuiiina Ha3Ba ocBiTHBLOI
NporpamMu

OcBiTHBO-nIpOeciiiHa nporpama
«YnpapiiHHA iHOpMaLiHOK 6e3MeK00»

Tun guniomy Ta odesr
OCBITHBLOI MporpamMu

JuniaoMm marictpa, OTMHUYHUN
O6c¢sr ocsiTHbOI nporpamMu-90 kpeauris EKTC;
TepMiH HaBYaHHs 1,5 poku

HasiBuicTh akpeanTauii

o 01.07.2023

HPK Vxkpaiuu — 7 pisens/ Marictp,

Iuki/piBenn QF-EHEA- npyruii uuk,
EQF-LLL — 7 piBeHb
IlepeanymoBH HasiBHicTh cTyneHs 6akaiaBpa

Moga(u) BHKJIAJAHHS

VYKpaiHchKa,.aHEAIChKa

Tepmiu aii ocBiTHBOT
nporpamu

Pleass visit www. scanitio.com

Beenena B mito 3 01.09.2016 poky

InTepuer - aapeca
NOCTiiiHOro po3MiLlleHHSI
OIHCY OCBITHBLOI MPOrpamMu

Meror mNporpaMH € IIiroToBKa

http://www.dut.edu.ua/ua/1826-osvitno-profesiyni-
programi-kafedra-upravlinnya-informaciynoyu-ta-
kibernetichnoyu-bezpekoyu

BHCOKOKBa(ikoBaHiX (axiBIiB Marictpis

3

ynpaBiiHHA iHpopManiliHOIO Oe3neKoro, SKi 30aTHI MPOBOIUTH HAYKOBI JOCIIDKEHHS,

ONKCYBATH Ta PO3’SCHUTH IPOLECH, L0 BinOyBarOTHCSA Y
PO3yMiHHS

Oesnexu, (GopmyBaTH

3aKOHOMIDHOCTEH TIpOILIeciB

chepi iHdopmaniiHOI
yIpaBliHHS

iHdopMaliliHolO Oe3nekoro, 3MifCHIOBaTH ampolallii0 Ta MpaKTHYHE BIPOBALKEHHS
HAayKOBHX pe3yJIbTaTiB, $Ki BOJOXIIOTh IHHOBAaLiWHMUM CHOCOOOM MHCIEHHS Ta
KOMIIETeHTHOCTSIMH, HEOOXiTHHMH MUl e(peKTHBHOTO yNpaBlIiHHS iHPOPMALifHO
Oe3mnexolo, i 34aTHI BUPILLYBaTH YNPaBIiHCEKI Ta HAYKOBO-AOCIIIHI 3aBJaHHs 100

po3ClifyBaHHS  IHUMIEHTIB, YNpPaBIiHHSI pH3UKaMH Ta QYAHTY CHUCTEM
iHdopMmariiiHoi Ta kiGepOe3nekH, BOIOAIIOTH HAaBUYKaMH aHATITHYHOI pOGOTH 3
iHdopMalie€ro.

Habyti kOMmeTeHTHOCTI MOXYTb OyTH 3acTOCOBaHi B  JOCIHIIHHIBKIMH,

yIIpaBIiHCBKiH, OCBITHIH, O13HECOBIH Ta IHIIKUX JUCLUILTIHAPHO-TIPOPECIMHUX MOJIX.




Onuc npeameTHON
obsacTi

O6’exTH BHBYEHHS:
- Cy4acHi IPOLECH JOCITiPKEeHHS, aHaJTi3y, CTBOPEHHS
Ta 3abesnevyeHHs (yHKIIOHYBaHHSA iHGOPMAIIMHKX
CHUCTeM 1 TexHONOrid, iHmmMx O6i3Hec-onepamiiHux
npoueciB Ha 00’ekrax iH(GopMauiiHOI IiNBHOCTI Ta
KpUTHYHUX  IHQpacTpykTyp chepu iHbopmariitnoi
Oe3neku Ta/abo kiGepOesneKu;

- iH(opMmamiiHi CHCTEMHU (indopmariitHo-
KOMYHIKaliiHi, 1H(pOpMaLiHO-TeIeKOMYHIKalliiHi,
aBTOMATU30BaHi) Ta TEXHOJIOTT;

- iHdpacTpyKTypa 00’eKTiB iHdopmaniitHoi
JISUTBHOCTI Ta KpUTUYHUX 1HPPACTPYKTYP;

- CHCTEMH Ta KOMIUIEKCH CTBOpPEHHs, 0OpoOKH,
nepenavi, 30epiraHHs, 3HHUILEHHS, 3aXHCTy T4
BitoOpakeHHs naHuXx (iHGopMmaliiHUX MOTOKIB);

- inbopmaniiiHi pecypcu pisHHX KiaciB (B T.4.
nep)kaBHi iH(popMalliliHi pecypcH);

- IporpaMHe Ta MporpamMHo-arnapaTHe 3a0e3nedeHHs
(3acobm) kibep3axucry;

- CUCTeMH YIpaBliHHA iHMopMaLiifHOIO Ge3neKoro

Ta/abo Kibepbesnexoio;

- TeXHOJIOTIT, ~ MeTomd, MoIedi Ta  3acobu
indopmauiiinoi 6e3nexu ta/abo KibGepOe3nexu.

Ilisi HaBYaHHSA:

ITizroroBka (¢axiBLiB, 3HaTHUX pO3B’SA3yBaTH 3ajadi
JNOCHiAHULBKOrO Ta/abo IHHOBaILiMfHOTO XapakTepy Yy

cdepi iHdopmauiliHoi Ta/abo KibepOesnexH.

Teoperuunuii 3micT npeameTHol 06.1acTi

TeopeTuuHi 3acagy HAyKOEMHHX TeXHOJOTiH, Qi3uuHi i
MareMaTH4Hi dbyHIaMeHTalbHi 3HaHHSI, Teopii
inenTudikanii Ta NPUHHATTA pilleHb, CHCTEMHOIO
aHaJIi3y, CKJIIAJHUX CHCTEM, MOJEFOBAHHS Ta ONTHUMI3alli]
NpoLeCiB, Teopis MaTeMaTHYHOI CTaTHCTHKH,
KpUNTorpa(iyHoOro Ta TEXHIYHOTO 3aXHCTy iH(popmarii,
Teopii PU3MUKIB Ta IHIIMX MDKIUCLUIUIIHADHUX TEOPid i
MpaKkTUK Yy Tramy3i iHQopmauiiiHoi Oe3nexu Ta/abo
KibepOe3nexu.

MeToau, METOAHKH Ta TEXHOJIOTIT

Meroau, Mopeni, METOIMKH Ta TEXHOJIOTI CTBOPEHHS,
00poOKwu, nepenaui, MpUAMaHHS, 3HUILEHHS,
BimoOpaxkeHHs, 3axucty (kibep3axucry) iHpoOpMamiHHIX
pecypciB y KibeprnpocTopi, 8 TAKOK METOAM Ta MOJENTI




po3pobkd  Ta  BHUKOPUCTaHHSA  MPUKJIATHOTO |
Creliali30BaHOr0  MPOrpaMHOro  3a0e3ledyeHHs IS
BUpILIEHHs NpodeciiHuX 3aaa4 B ramysi indopmauiiiaol
Oe3mneku Ta/abo KibepOe3neKy.

TexHomnorii, METOAX Ta MOJENI AOCHIKEHHS, aHaJi3y,
ynpaBiuiHHA Ta  3a0e3neveHHs  Oi3Hec/onepamiiftHUX
MPOLECiB i3 3aCTOCYBaHHSIM CYKYIMHOCTI HOpPMATHBHO-
NpaBOBUX Ta OpraHi3alliiHO-TEeXHIYHUX METOJIB i 3ac0o0iB
3axucTy iH(popMaIiitHUX pecypciB y KibepmpocTopi.
IncrpymeHTH Ta 001aAHAHHS.

3acobu, MpUCTpOi, MepekHe YCTAaTKYBaHHS Ta CEPeIOBHIIE,
MpHKJIAJHE Ta crieliani3oBaHe nporpamHe 3abe3neyeHHs,
aBTOMAaTHU30BaHi CUCTEMH Ta KOMIUIEKCH MPOEKTYBaHHS,
MO/IeJIFOBaHHs, €KCIUTyaTallii, KOHTPOJIO, MOHITOPHHTY,
00poOKH, BiioOpa)keHHs Ta 3aXUCTy JaHHX
(iH¢opMalLiiHHX NTOTOKIB), @ TAKOXK METOMH i MOZIEJi Teopil
PU3MKIB Ta yNpaBliHHS iHPOpMaLIHHUME pecypcaMu MpH
JOOCHIIKEeHH] 1 CynpoBoKeHH1 00’ eKTiB iHpopManiiHOT
HISTBHOCTI y Tamy3i iHdopmarlifinoi 6e3neku ta/abo
KibepOe3nexu.

OpienTauist 0CBiTHBO-
npodeciiinoi nporpamu

OcsitHsi-podeciitna. [Iporpama HOCHTH NPUKIAIHHIMA
XapaKTepy..cOpIMOBaHAa Ha 3ale3nedeHHs NOTped PUHKY
npaui, 3okpema BT ramysi

OcHoBHuii pokyc
ocBiTHbO-NIpo(eciiinol
nporpamMu Ta
cneuiaJizanii

Jocnimkenns B ramy3si iHdopmaliiinoi Oe3neku.

AKIIEHT Ha BIPOBA/PKEHHI IHHOBALIMHUX METOMIB Ta
TEXHOJIOTiif B TMpoleci ympaBiliHHA iH(QOpMaLiifHOO
Oe3reKoro Ha MiANPUEMCTBAX B yCTAHOBAX 1 OpraHi3allisx.
Kiro4oBi CJIOBAa: [HOOPMALILS, 3AI'PO3U,
BPA3JIMBOCTI, PU3HUK, AYIUT IH®OPMAILMHOI
BE3ITEKU, KIBEPEE3ITEKA

Ocob6auBocTi
nporpamMH

[Tporpama peai3yeTbCsi HAYKOBUMU TIpynamy, Iependadae
3aCTOCYBaHHS  LIMPOKOIO  KOjia  3aralbHOHAyKOBHX 1
Criellja/IbHAX aHATITUYHUX METOMIB, MPUHLMILB i MpHHOMIB
HayKOBUX JIOCJI/DKeHb, 3 BpaxyBaHHSM Cy4YaCHOIO CBITOBOIO
JocBiny B cepi iHpopMmariiiHol Oe3rnexu.

ITepenbaueHo npoBeaeHHs JEKLIHHUX KypCiB, CEMIHAPCBKUX Ta
MPaKTHYHUX 3aHATh, TPEHIHTIB, 3 3alydeHHsAM (QaxiBIiB 3
inbopmaniitHoi Ge3neky Ta CaMOCTIMHOI HAyKOBO-JOCIITHOL
pobotu.

B npozpamy enposadsiceni pesyivmamu npoexkmy €6poneiicokozo
cotozy Tempus Ne544455-TEMPUS-1-2013-1-SE-TEMPUS-
JPCR «Ocgima excnepmié HACHIYNHO20 NOKOUHHA 6 2a1y3i

Kibepbesnexu: Hosa npozpama mazicmepcokoi npospamu ECy.




IIpupaTHicTb 10
npaueBIalITyBaAHHS

ITpodecionan 3 ympaBniHHS iHQOpMaUiliHOKW Ge3neKoro
(BMITyCKHMK) 31aTHHH BHKOHYBaTH INpodeciiini poGoTu 3a
HepxaBauM Knacudikaropom npodeciit K 003: 2010:
1210 — KepiBHHKH NiANPHEMCTB, YCTAaHOB Ta OpraHisariii
1229 — KepiBHUKH iHIIMX OCHOBHHX ITiAPO3/iIiB

1495 — Menepkepu (ynpaBuTeni) cucteM 3 iHdGopmariiHol
Oe3nexu

2149.2 — TIlpodecionan i3 opranizamii iHbopmaniiHoi
Oe3nexu

2310 - Buknangaui yHiBepcHTETIB Ta 3aKjiafiB BHUIIOI
OCBITH

2433 - IIpodeciomamu B ramysi indopmamii Ta
iH(opMaLiiHOro aHanizy

2433.1 - HaykoBuii  cmiBpobiTHuk  (iHdopMmamiiina
aHaJIITHKA)

3436.1 — IlomiyHHMK KepiBHHKa MiANPHUEMCTBA (YCTAHOBH,
oprasisarii)

IMopajabine HABYAHHS

Bukiaananusg ta
HABYAHHSA

CryneHTOLIEHTpOBaHe

ITponoBXHUTH OCBITY 3a TpeTiM (OCBITHBO-HAYKOBHM)
piBHEM BHIIO OCBITH.

HaBYaHHs i BUKJIaJIaHHS.

BuknanaHHs MPOBOAUTECS AEPHKABHOK MOBO. [HO3eMHOIO
MOBOIO (aHIVIMCBKOIO) MPOBOAUTHCS BHUKJIAJAHHS OKPEMHX
JHMCLMILIIH, AKi (QopMyIOoTh mpodeciiiHi KOMIETEHTHOCTI.
BuknagaHHs cnpsMOBaHO Ha 3aCBOEHHS 3HaHb, YMiHb i
HAaBUYOK JJIs NOJAIBILOrO 3aCTOCYBaHHS Yy MPAaKTHII, sKe
JONOBHIOETLCS MPAKTUYHUMU CKJIaIOBUMH KOMIIaHisIMH
IapTHepaMu.
OcHoBHuMH  crocobaMu  mepefiadi  3MICTy  OCBiTHBOI
IporpaMHd €  IPOBEACHHS  JIeKUid, MNpaKTHYHHX,
71abopaTOpHUX 1 IHAWBIAYalBHUX 3aHATh, KOHCYJBTAIliM,
pO3B'3aHHS  CHTYaTMBHMX  3aBIaHb,  TECTYBaHH,
Npe3eHTalli, 3MICTOBHI Keiicu Big mapTHepiB Kadeapu
HayKOBO-Z10C/IiZIHA, HAayKOBO-TIeJaroriyda nepeiauiioMHa
NPaKTHKH

OuinoBaHus

Buau  KoHTpomro:  BXiJHHWM, IOTOYHHUH, pPYOiKHUIA
(MOIynBbHMM, TeMaTUYHWH) Ta MiACYMKOBHH KOHTPOJIb.
OuninroBaHHs CQOPMOBAHUX KOMIETEHLiH POBOIUTHCS il
4yac KOHTPOJIBHMX 3axOfiB, fKi mepenbadueHi i€k
OCBITHBOIO IIPOrPaMOI0 Ta 3a3Ha4Y€Hi y HaB4aJIbHOMY IUIaHi.




KOMl‘IaHi a TEMaTHKOIO JIUCLIMIUIIH. .

3maTHiCTE 0c00H po

Kpurepii oLliHOBaHHS 3HaHb, YMiHb Ta HABUYOK 3100yBayiB
BHIIOI OCBITH pO3po0JieHi y BiAMOBIZHOCTI 1O YHMHHOTO
3aKOHO/IaBCTBA Ta 3arBepikeHi y «[lomoxenni mpo
OpraHizaiilo  OCBiTHROro mpouecy y JlepkaBHOMY
YHIBEpCHTETI TeleKoMyHikamii». Takox, 3 MeToro
OTPUMAaHHs JIOJATKOBHX OaniB B MeXaX MAHCLHMIUIIH
3apaxoBYIOThCS 3100yTi CTyleHTaMu cepTH(}IKATH BiIOMHX

3B’sA3yBaTH 3aJayi JOCIiIHUIBKOro Ta/

komnerenTHocTi (K3)

InTerpanbHa
KOMIIETEeHTHICTh abo iHHOBalLlilfHOro xapaktepy y cdepi iH(popmaniiiHoi
Oe3neku Ta/abo kibepOesneku.
K31. 3paTHicTh 3acTOCOBYBATH 3HAHHS y NPaKTHYHHX
CUTYyaIlisX.
K32. 3patHicTh  NpOBOAWTH  JOCHIJDKEHHS  Ha
BiJITIOBITHOMY DiBHi.
K33. 3patHicTe 10 abCTpakTHOro MMCIIEHHS, aHai3y Ta
CHHTE3Y.
K34. 3partmicte ouiHOBaTH Ta 3a0e3leuyyBaTH SKiCTh
BUKOHYBaHHX POOIT.
K35. 3farmicts "crinkysaTucs 3 NpeACTaBHUKAMH IHIINX
npodeciitHuX TPyI Pi3HOro piBHS (3 eKCHEpPTaMH 3 IHIIMX
3araabHi rajy3eil 3HaHb / BUZ[IB eKOHOMIYHOI HisUIBHOCTI).

K36. 3parHicTh  BHKOPHCTOBYBaTH  iHpoOpMamiiHi i
KOMYHIKAIIMHI TEXHOJOril Uil BIIPOBAIDKEHHS IPOEKTIB B
iH(popMaLliiHil Ta Ge3nekoBii chepax.

K37. 3paTHiCTh BH3HAYATH ITiANPUEMHHIEKI MOMJIMBOCTI YH
BUA JisybHOCTI a00 TIpoOManCHKOro BIUIMBY, 3[aTHICTH
npuiiMaTi OOIPYHTOBaHI pillleHHS, 37aTHICTh OLIHIOBATH Ta
3a0e3nedyBaTu SIKICTh BAKOHYBAHUX POOIT.

K38. 3nanns mnpo crumynu Ta Oap’epu B edeKTHBHIi
KOMaH/Hii poboTi, BMiHHS BUSBIIATH, CTABUTU Ta BUPILIyBaTH

npobneMu.

K39. BonoziHHsg HaBUYKaAMH KPUTHYHOTO MUCTIEHHSI.




daxosi
KOMIETEeHTHOCTI
cneuiaabHocTi (KD)

K®1.  3parmicte  0oO6IpyHTOBaHO  3acTOCOBYBATH,
IHTErpyBaTH, PO3POOIATH Ta YAOCKOHATIOBATH CydacHi
inpopmaniiini TexHonoril, ¢isuuni Ta MaremaTuuni
MOJIeTi, 8 TaKOXK TEXHOJIOTii CTBOPEHHS Ta BUKOPHCTAHHS
NPUKIAJHOTO 1  CHEeiani30BaHOTO  IPOTPaMHOTO
3abe3leyeHHs Ui BHUpINIEHHS npodeciliHux 3amay y
ctepi indopmaniiinoi 6esnexu ta/abo kibepbesnexn.
K®2. 3parnicte po3polisTH, BIPOBA[KyBaTH Ta
aHali3yBaTM  HOPMATUBHI  JOKYMEHTH, [IOJOKEeHHS,
IHCTPYKLIT ¥ BHMOrM TEXHIYHOrO Ta OpraHisaliliHOro
CIIpsIMyBaHHs, a TaKOX IHTErpyBaTH, aHai3yBaTd |
BHKOPHCTOBYBAaTH Kpallli CBiTOBi NpPaKTHKH, CTAHAAPTH Y
npodeciiiniil gismpHOCTI B cdepi indopmaniitHoi Ge3nexu
ta/abo kibepOesmnexu.

K®3. 3parmicts  fgocnmimkysaTd,  po3pobistd i
CYIpOBOKYBaTH MeTOOM Ta 3acobu iHdopMaliiinol
Oesneku Ta/abo kiGepbesneku Ha 06’ extax iHpopMariiHOT
IIATBHOCTI Ta KPUTHYHOI iHPPACTPYKTYPH.

K®4.  3parmicte  aHami3yBaTH,  po3poOisaTd i
CyNpOBODKYBAaTH CHCTEMY YIpaBIiHHA iH(OpMaliiiHO©
Oesnekoro Ta/abo kiGepbesnekoro oprauisauii, GopmysaTu
CTparteriro 1 MONTHKKA iHQopmariiiHoi Gesneku 3
ypaxyBaHHAM.BITYH3HAHUX | MDKHAPOAHHUX CTaHIApTIB Ta
BHMOD.  Moswimmisn

K®S5. 3naTHicTs 10 JOCHiKEHHS, CHCTEMHOrO aHaji3y Ta
3abesneyeHHs  GesmepepBHOCTI  GisHec/omepauiitHux
IpOLECIB 3  METOI0  BHU3HAYEHHS  Bpa3iMBOCTeH
iHpopMaLifHUX CHCTEM Ta pecypciB, aHaji3y pH3HKIB Ta
BH3HAYEHHS OLIHKA iX BIUIMBY Yy BIANOBIZHOCTI 10
BCTAHOBJIEHOI cTpaTerii 1 momiTuku iHdopMmauiiiHoi
Oe3neku Ta/abo kibepbe3neku opraxizarii.

K®6. 3partmicTe aHami3yBaTH, KOHTDOJIOBATH Ta
3abesneyyBaTH CHCTEMY YNpPaBIiHHA JOCTYIIOM [0
iHpopMaLifHUX pecypciB 3riZHO BCTAHOBJIEHOI CTpaTeril i
noJliTUKK iHdopmarniiiHol Gesnekn Ta/abo kibGepbesmexu

oprasizarii.
K®7. 3patHicTs  [IOCHiIDKyBaTH, po3poOnsTH Ta
BIIPOBA)KYBaTH METOIH 1 3aX0qU OpOTHIIT

KibepiHUMaeHTaM, 3/iHCHIOBATH INPOLEAYPH YIPaBIiHHS,
KOHTPOJIIO Ta pO3CHiAyBaHHSA, a TaKoX HaJaBaTu
peKOMeHJalil 100  MONEepeUKeHHS Ta  aHaji3y
KiOepiHIMEHTIB B LLJIOMY.

K®8. 3paTHIiCTh JOCIIiJKYBATH, po3pobiiaTu,
BIIPOBAKYBaTH Ta CYIPOBOKYBATH METOOH 1 3aco0u
KpUNTOrpadivHoOro Ta TeXHiYHOro 3axMCTy iHdpopmaii Ha




o6’extax iHdopMmalilfiHOl [IisTBHOCTI Ta KPUTHYHOL
iHppacTpyKTypH, B iHpOpMaLifiHUX cHCTeMaX, a TaKOX
3JaTHICTh OLIHIOBaTH €(GEKTUBHICTH iX BHKOPHMCTaHHS,
3riZIHO BCTAHOBJIEHOI cTpaTerii i nomituku iHdopmaniiinoi
Oe3nexu Ta/abo kibepOesrneku opraxizarii.

K®9.  3parmicte  anamizyBaTH,  po3poOusatH i
CyNpPOBO/DKYBaTH CHCTEMY ayAWTy Ta MOHITOPUHIY
eeKTUBHOCTI QyHKIIOHYBaHHS iH(GOpMALIAHUX CHCTEM i
TEXHOJIOTiH, Oi3Hec/omepaliffiHUX TmpoLeciB B ramysi
indopmaniiiHoi 6e3nexku Ta/abo kibGepOesmneku opranizawii
B LIJIOMY.

K®10. 3paTtHicTe NpoBagUTH HAayKOBO-IIENArorivyHy
IOiSIIBHICTh, IUTAHYBaTH HABYAHHS, KOHTPOJIOBATH i
CYNpOBOIKYyBaTH po0OTy 3 TEpCOHAIOM, a TaKoX
npuiiMaTi eQeKTUBHI pillleHHs 3 muTaHb iH(GopMailiHOT
Gesnexu Ta/abo Kibepbesnexy.

PHI. BinbHO CcHiNKyBaTHCh AEPIKABHOI Ta iHO3EMHOIO
MOBaMH, YCHO 1 IHCbMOBO Ui TpeACTaBIEHHS |1
OOroBOpeHHsSI pe3yJIbTaTiB HOCTiJKEHb Ta IHHOBALili,
3a0e3nedyeHHs Oi3Hec\omepawiifHUX MpoleciB Ta MNUTaHb
npodeciiHOT AlsfibHocti B ramysi indopmaniiinoi Gesmexu
Ta/abo kibepbesnekH.

PH2. IurerpyBatu yHaamMeHTalbHI Ta CrELia]bHI 3HAHHS
Ui pO3B’S3yBaHHSA CKJIAOHUX 3a4a4 iHpopMauiiHOT
Oesmexkn Ta/abo  kibepbe3mekn y mmpokmx — a6o
MYJIBTHAACUUIITIHAPHUX KOHTEKCTaX.

PH3. IlpoBamutu pocnigHULBbKy Ta/abo iHHOBaLiHHY
nisnpHICTE B cdepl  iHpopmaniiiHoi Oesmeku Ta/abo
Kibepbesriek, a TakoX B cdepi TexHiYHOro Ta
kpunrorpacdiuHoro 3axucty indopmarii y kiGeprpocropi.
PH4.  3actocoByBaTH,  IHTerpyBaTd,  pO3pOOJSTH,
BIIPOBA)KyBaTH Ta  YAOCKOHAJIIOBATH cydacHi
indopmariiiHi TexHooril, Gpi3uyHi Ta MaTeMaTHYHI METOAH
i wmozeni B cdepi indopmauiiiHoi OGesnexu Ta/aGo
KibepOe3nexu.

PHS. Kputuuno ocmuciaroBatu npobiemu iHdGopmaniiHol
Oesmexku Ta/abo kibepOesmeku, y TOMYy YHCIi Ha
MDKrajy3eBOMy Ta MDKIUCLUIUTIHADHOMY piBHI, 30Kpema
Ha OCHOBI PO3yMiHHSI HOBHX pE€3yJbTATIiB IHXXEHEPHHUX I
¢Gi3uKO-MaTeMaTHYHUX  HAyK, a TakoX  PO3BUTKY
TEXHOJIOTi/i CTBOPEHHS Ta BUKOPHCTAHHS CIeliali30BaHOro
MPOrpaMHOro 3abe3neyeHHs.




PH6. AmnanizyBaTH Ta OILIHIOBATH 3aXMILEHICTH CHCTEM,
KOMIUIEKCIB Ta 3aco0iB  kibep3axucTy, TeXHOJIOTil
CTBOPCHHS Ta BUKOPHCTAHHS Creliani3oBaHOro
MpPOrpaMHOro 3abe3neyeHHs.

PH7. O0GrpyHTOBYBaTH BHKOPUCTAHHS, BIIPOBAKYBaTH Ta
aHaJIi3yBaTU Kpallli CBITOBI CTaHAApPTH, NPAKTUKU 3 METOIO
pO3B’sI3aHHS CKJIQJHUX 3a1a4 NpodeciiHOl IiSIBHOCTI B
raiysi inpopmaniiiHoi Ge3neku Ta/abo kibepOesmnexu.

PHS8. J[ocnimkyBaTH, po3po0isTH 1 CyNpOBOIXKYBaTH
cucteMu Ta 3acobu iHdopmamiiiHoi Oesnexku Ta/abo
kibepOe3nekn Ha 00’ekTax iH(MOpMAaIiifHOI IisIBHOCTI Ta
KPUTUYHOI iHQpacTpyKTypH.

PH9. AmnanizyBath, po3poOyisTH 1 CyIpOBOIXKYBaTH
cCHCTEMY YIPpaBIiHHA iH(OpMaliifHO Oe3mekol Ta/abo
KibepOe3nekorw oprasizaiii Ha 6a3i crparerii i HMOMITHKH
indopmariinoi 6e3nekn.

PH10. 3abe3nevyBaru Ge3nepepBHICTH
Oi3Hec/onepaliifHUX MpoLeciB, a TaKOoX BHUSBISTH
ypa3luBOCTI  IHQOpMALiMHUX CHCTEM Ta pecypciB,
aHaNi3yBaTH Ta OLIHIOBAaTH PU3MKH I 1H(OpMaLiiHOL
Oe3nexu Ta/abo kibepOe3neku opraxizariii.

PH11. AmnanizyBaTd, KOHTpOJIIOBAaTH Ta 3abe3nedyBaTH
e(eKTUBHE......QYHKIIOHYBaHHS  CHCTEeMH  YIpaBJIiHHA
IOCTYIIOM *H@tHOpMaLifHUX pecypciB BiAMOBIAHO 10
BCTAQHOBJIEHUX cCTpaTerii 1 MOMTUKUA iHQOpMaLiHHOL
Ge3nexu Ta/abo kibepOesneku opraHizaii.

PHI12. MHocnimkyBaTH, po3poOJdsTH Ta BIPOBAIKYyBaTH
METO/IM 1 3aX0AM NMpOTUALl KibepiHUMAeHTaM, 31HCHIOBAaTH
npoLielypH YIpaBliHHS, KOHTPOIIO Ta PO3CIiAyBaHHA, a
TAKO)X HaJaBaTH pEeKOMEeHJalii II0J0 NOIEepeIKeHHs Ta
aHaJi3y KiOepiHIUIEHTIB B [IUIOMY.

PH13. [ocmimkyBaTH, po3poOJisiTH, BIPOBAKyBAaTU Ta
BHKOPHUCTOBYBAaTH METOJM Ta 3aco0u KpUnTorpadiqyHoro ta
TexHiYHOro 3axucry iHdopmauii GizHec/omepauiifHUX
MpoleciB, a TaKo)XK aHali3yBaTH 1 HaAAaBaTH OLIHKY
e(eKTHBHOCTI I1X BHKOpDHCTaHHA B i1H(pOpMaLIAHUX
cucreMax, Ha o00’exkrax iHdopmauiliHOl HisNIBHOCTI Ta
KPUTUYHOI iHPpacTPyKTypH.

PH14. AmnanizyBatu, po3poOasiTH 1 CyHpOBODKYBaTH
CHCTEMY ayauTy Ta  MOHITOPUHTY  e(eKTUBHOCTI
dyHKkUioHyBaHHS IHQOPMALIMHUX CHCTeM 1 TEXHOJOTiH,
OisHec\omepariiHux mpoueciB y cdepi iHopmaniiHOi
ta\abo KibepOesneku B LLJIOMY.

PHI15. 3po3yMino 1 HeJBO3HAYHO JOHOCHTH BJACHI
BHCHOBKM 3 npoOiiem iHdopmauiitHoi OGe3smexu Ta/abo




KibepOe3neky, a TaKoXK 3HAHHSA Ta IMOSCHEHHS, IO iX
0OIPYHTOBYIOTH 0 MEPCOHAITY, TAPTHEPIB Ta iHIIUX 0Cib.
PHI16. ITpuiimatu oOrpyHTOBaHI pillleHHs 3 OpraisaiiiHo-
TEXHIYHUX INHTaHb iHQopMmauiiiHoi Oe3nexku Ta/abo
KibepOesnekn y CKIagHHX i1 HemepenbadyBaHUX yMOBax, y
TOMY YHCJI 13 3aCTOCYBaHHSIM Cy49aCHHX METO/IB Ta 3aco0iB
ONTHMIi3aLlil, MPOrHO3yBaHHS Ta MPUHHATTS pillleHb.

PH17. MaTtu HaBHYKM aBTOHOMHOIO 1 CaMOCTIHHOIoO
HaBUYaHHA y cdepi iHbopmauiiiHoi Oesmexku Ta/abo
KibepOe3neku i AOTHYHUX Trajiy3eil 3HaHb, aHAII3yBaTH
BJIacHI OCBiTHI moTpebu Ta O0O0’€KTUBHO OLIHIOBATH
pe3y/lbTaTH HaBYaHHS.

PHI18. [InanyBaTi HaBYaHHs, a TAKOX CyNPOBOKYBAaTH Ta
KOHTPOJIOBaTH poOOTy 3 NEepcoHAJOM Yy HampsMy
indopmauitinoi 6e3nexu ta/abo KibepoOesmnexu.

PH19. OGuparu, ananizyBaTd i po3poOJsTH NpUIaTHI
TUINOBI AaHANITUYHI, PO3PAaXyHKOBI Ta eKCIIepHMEHTAJIbHi
MeTroau Kibep3axucry, po3poOJsiTH, peai3oByBaTH Ta
CYNpOBODKYBAaTH TNPOEKTH 3 3axucTy iHQopmamii vy
KibepripocTopi, IHHOBaLIHHOI JiSMBHOCTI Ta 3aXHCTY
IHTeNeKTyaJIbHOI BIaCHOCTI.

PH20. CraButH Ta BHpIIIYBaTH CKJIAaAHI i1H)KEHEpHO-
NpUKIajHl . Ta.. HAykoBl 3amadi iHdopmauiiiHoi Oe3meku
Ta/abo Kibepbesmexku 3 ypaxyBaHHSIM BHMOT BiTUYH3HSHHX
Ta CBITOBMX CTaHJApPTIB Ta KPalllUX MPaKTHK.

PH21. BuxkopucToByBaTH METOAM HATypHOro, (Gi3UYHOro i
KOMIT'IOTEPHOTO  MOJEMIOBaHHA IS JOCIiDKEHHS
IPOLIECiB, AKi CTOCyIOThCH iHdopMamiiiHoi Ge3mexku Ta/abo
Kibepbesneku.

PH22. IlnanyBaT Ta BHUKOHYBaTH EKCHEpUMEHTAIbHI i
TEOPETUYHI JOCIII)KEHHs, BUCYBATH 1 EPEBIPSTH TiNOTE3H,
obupaTtu J[Uis LBOro NpHAATHI METONU Ta IHCTPYMEHTH,
3MiHCHIOBATH CTATUCTHYHY OOpoOKYy MaHHX, OLIHIOBATH
IOCTOBIPHICTh pe3ysbTaTiB AOCHIIKEeHb, apryMeHTYBaTH
BHCHOBKH.

PH2S. OO6rpyHTOBYBaTH BUOIp IIPOrpPaMHOT0
3a0e3neveHHs, yCTaTKyBaHHS Ta IHCTpYMEHTIB,
IH)KEHEepHUX TEeXHOJIOTiH 1 mpoueciB, a TaKoX OOMeXeHb
o0 HHX B raimy3i iHdopmaniiiHoi Oe3nexku Ta/abo
KibepOe3nekd Ha OCHOBI Cy4aCHHX 3HaHb y CYMDKHHX
rajy3sx, HayKoBOI, TEXHI4YHOI Ta JOBIJKOBOI JITEpaTypH Ta
iHIIo1 JocTynHOI iHpopMarii.

PH24. VYwMitu po3polisiTH NPOEKTH JOCIiKEHb Ta
MOJIEJIIOBATH IX CTPYKTYpPY, 3aCTOCOBYIOYM pi3Hi criocoOu
MOJaHHS CTATUCTUYHOI iHQopMalil Ta pe3ysbTaTiB.




PH25. YMiTH BHKOpHUCTOBYBAaTH 3HAHHS ¥ yMiHHSA s
NIPOTHO3YBAaHHS, BUSBIEHHS Ta OLIHIOBAHHA MOMKIMBHX

3arpos iHpopmaniiHOMy poCTOpy Niep>KaBH,
necTabili3yrounX YHHHHKIB.
PH26.  3patHicTe  BHKOPHCTOBYBaTH  IpodeciiiHo

npodinboBaHi 3HAaHHA ¥ NPaKkTUYHI HABHUYKH  JUIA
po3pobIieHHsl Ta BOIPOBAKEHHS HAL[IOHAIBHHUX CTAHAApTIB
1 TeXHIYHHUX perJaMeHTiB 3acTOCYBaHHs iH(pOpMaIiiHO-

KOMYHIKal[IHHUX  TEXHOJIOTid,  TrapMOHI30BaHHUX i3
BiATOBITHUMHU €BPOTIEHCEKUMHE CTaHAapPTaMH.
PH27.  3patHicTh  BHKOpDHCTOBYBAaTH  MpodeciiiHo

npodinboBaHi 3HAaHHA W IPaKTHYHI HaBHYKH I
3a0e3neveHHs] pe3yJabTaTUBHOI Ta e(eKTHBHOI B3aeMOJIl
Nep)kaBHUX YCTAaHOB 1 OpraHizamiii 3i CreliaJbHUMH Ta
IIPaBOOXOPOHHMMHM OpraHamMM y cdepi ynpaBiiHHS W
3a0e3nedeHHs iHpopMaLiiHol 6e3nexu.
PH28. 3naTHicTs BUKOPHCTOBYBATH NpodeciiHo npodinshi
3HaHHSA, TOTYBAaTH Ta MPUHMATU YNpPABIiHCHKI pillIeHHS Y
ctepi indopmaniitHoi Ge3nexu.
PH29. VYmitu 3acTOCOBYBaTH CHUCTeMHHMM Mmiaxim mis
noOyoBU  CHCTeMH  YNpaBIiHHA  (MEHEIKMEHTY)
iHpopmauiiiHOO Oe3nexor0 oprasizamii (MmiampUeMCTBA),
fKa BHM3HAYAE...3arallbHy oOprasizauiro i kiacudikaiio
CUCTEMH JAHMX; CHCTEMY HOCTYILY, HANPSIMKH IUIAHYBaHHS,
BIAIMOBINAJIBHICTE CIHiBPOOITHUKIB, BHKOPHCTAHHS OLIHKU
PH3HKIB, TOILO B KOHTEKCTI iHhopMaliitHOi Ge3neku.
PH30. YMitu 3acTOCOBYBaTH Cy4acHi CriocoOH, METOOU Ta
3aco0M YNpPaBliHHS HACTyIHUMH AaclleKTaMH 3aXHUCTY:
NOJIITUKOIO Oe3neku, apXiTeKTypoIo 3aXUCTy, MeXaHi3MaMu
3aXMCTY Ta 3ac00aMH 3axXHCTY.
PH31. Ha ocHoBi iHdopmauii, oxepxaHoi y Xomui
nocnipkeHHss  o0’ekra  iHdopmauiiHOI  misbHOCTI
3aMOBHHMKA Ta pe3y/bTaTiB aHaJi3y PHU3UKIB, PO3POOIATH
peKoMeHJalii MO0 yAOCKOHAJICHHS CUCTEMH YIPaBJiHHS
1HpOpMaliiiHO Oe3neKolo, 3aCTOCYBaHHS SKHX JO3BOJIUTE
MiHiMi3yBaTH  pu3MKM Ta  (OpMymOBaTH  HepeiK
DA3IMBOCTEH.

oBe 3aGesneuenns | Bei HayKOBO-II€IaroriyHi  MpaliBHUKH, 3ady4eHi [0
peamizalii OCBITHBOI CKJIQ@OBOI OCBITHBO-TIPOdeCciiiHOL
nporpaMM € IUTAaTHUMH cHiBpoOiTHHKaMu [lepkaBHOTO
YHIBEPCHTETY TeJIeKOMYHiKalli, MarOTh ITiATBEPDKEHUI
piBeHb HaykoBoi 1 mpodeciiiHoi akTHBHOCTI. ['pyna

Kanp




3a0e3NeyeHHs]  CIeLiaJbHOCTI 125  KibepGesnexa,
copMoBaHa 3 uHcNa HayKOBO-IENArOriYHUX MNpAlliBHAKIB
JlepkaBHOro yHiBepcUTeTy TelekoMyHikauiii. KinbkicHuit
Ta SKICHUH CKIax TIpymd BianosigaroTe JlineH3iiHHuUM
BUMOTraM

Marepia/ibHO-TeXHIUHe
3a0e3nevyeHHs

Jlns mpoBeneHHs NMpPaKTUYHUX Ta 1a00paTOPHHUX 3aHATH 3
MeTol0 (OpMyBaHHS CIELialbHUX KOMIIETEHTHOCTEH 3i

CIeLiaJIbHOCTI 125 KibGepGesneka crnewuianizamnii
YnpasniHHs iHpopMaLiiHOO 6e3mnexoro
BUKOPUCTOBYIOTHCS crienianizoBaHi naboparopii

YHIBEPCHTETY, KI OCHAIEH] CyYaCHUMM KOMIT FOTEpaMH Ta
NpOrpaMHO-anapaTHAMU KOMILIEKCaMH.

HABYAJIbHA  JIABOPATOPISI  AKAJIEMIYHUII
[IEHTP KOMITETEHIIIM IBM «KIBEPITIOJIITOH»
JIaGopaTopiss npu3HayeHa IS NPOBENEHHS IPAKTHYHMX
3aHATh 3  BHKODHUCT@HHSM  IIPOrpaMHO-amapaTHHUX
kommiekcis: IBM  QRadar SIEM, IBM i2 Analyze
Notebook Premium, Tenable Nessus Professional.
Jlo3Bonise BiampanboBYBaTH HaBUYKH poboTh y LleHTpi
3abesneuenns kibepbesnexu (Security Operation Center) 3
BHKOPDHCTaHHAM TEXHOJIOTIH MOHITOPHHIY, BHSBJIEHHS,
aHai3y  Ta  pearyBaHHs Ha  KibepiHIMIEHTH B
KOPIOPaTHBHUX-iHPOPMAIIHHUX CHCTEMAX.

HABYAJIbHA JIABOPATOPLA BE3ITEKH
IHOOPMALIIMHO-KOMYHIKALIMHNX
TEXHOJIOT'TH CISCO

JlaGoparopis npu3Ha4YeHa JJs BUBYEHHS TEXHOJIOTiMH
mepexxeBoi Oesneku CISCO, mnpoBeneHHs TpeHIiHTIB 3
BIpoBa/UKeHHs TexHosorii HoneyPot momo mnporuuii
KibepaTakam 3JIOBMHUCHHUKIB Ha KOPIOpaTUBHI
iHdopManiiiHi cucteMu Ta cepTudikauifHUX KypciB Bin
naptHepa kadenpu IndopmauniiiHoi Ta KiGepHEeTHYHOI
Oesnexu — kommnanii CISCO: Introduction to Cybersecurity,
CCNA  Security, CCNA Cybersecurity Operations.
JIaGopatopis cTBopeHa 3a cnipusiias komnanii CISCO.
HABYAJIbHA JIABOPATOPIA LIEHTP VYIIPABJIIHHS
[HOOPMALIIMHOIO TA KIBEPBE3ITEKOIO
(SECURITY OPERATION CENTER)

JIaGopaTtopis npu3HayeHa Ui NPOBENEHHS 3aHSITh 3 IIUTAHb
aHayi3zy, o0poOku Ta aymuty iHdopmauiiiHol Oe3nexu 3a
nonomoroto SIEM cuctem Ta nmporpaMHHUX CKaHEpiB THITY
Nessus ta Kali Linux. Kpim TOro, no3soisic BHBYaTH
METOIM YINpPaBIiHHA pPHU3MKAMH Ha OCHOBI METOZOINOTiif
CRAMM, OCTAVE Tta RiskWatch y Bigmosimnocti mo




BMMOI' MDKHApOJHMX CTaHAapTiB 3 iHdopmauiiiHoi Ta
KibepOesmeku.
Buxopucranss nporpamHoro 3abesneyeHss:

«'PUD» — anHani3 Ta KOHTPOJIb PU3MKIB iHpOpMAaIiHIX
CHUCTEM KOMIIaHiH

«KOHJIOP+» - po3pobka i ympaBmiHHS IONITHKOIO
iHpopMaliitHOl Oe3mekn KoMmaHii

Microsoft Project, Spider Project Lite, OpenProj,
GanttProject, Microsoft Excel,  Project Expert -
yTIpaBIIiHHS IPOEKTAaMH Ta iHBECTHLIIHA OLIIHKA;

MindMap, Mindomo — iHCTpyMEHTH Il CTBOPEHHS
KapT IPOEKTIB Ta FeHepyBaHHS iHHOBAIIMHUX i/1ei

Microsoft Power BI, Microsoft Visio — anamiTuka Ta
Bi3yastizallis JaHHX

Indopmaniiine Ta
HABYAJbHO-MeTOAHYHEe
3a0e3nevYeHHs

CHCTeMULAUCTAHUIIHOr0 HaBYaHHA Moodle

HasiBHICTE ABOCTOPOHHIX HorosopiB Mix YT Ta

Indopmanis mpo  OCBITHIO mporpamy, 11  OCBIiTHI
KOMIIOHEHTH Ta BMMOTH 10 0cif, ki MOXYTh 3100yBaTH
BHIYy OCBITy 3a I[i€l0 IIpOrpamMol po3MilleHa Ha
odiuiitHoMy caitri JlepxaBHOTO YHIBEpCHUTETY
TeJIeKOMyHiKamiil. Yci OCBITHI KOMITOHEHTH OCBITHBOI
IporpamMu 3abe3neyeHi HaBYaJIbHO-METOAUYHUMHA
MarepialaMH, € y BUIBHOMY HOCTYII y SIKOCTi pecypciB
Gibmiorexku, enekTpoHHoi G6ibnioTexw yHiBepcuTeTy Ta

BHIIUMH

MixkHapoaHa KpeauTHa

HauionaabHa =
. : HaBYAJIbHUMH 3aKJIagamMu VYkpainu 3abesneuye
KpeAHnTHA MOOLIBbHICTD J il
HalliOHAJIbHY KPeIUTHY MOOIIBHICTB
3MicT HaBYaHHSA  BIANOBiZae  CBITOBHM  OCBITHIM

craHaapTaM, Mo J03BOJISE HpHﬁMaTH y4dacThp y nporpamax

OCBITH

MOOLIBHICTD MOJBIMHUX JUILIOMIB Ta OyTH KOHKYPEHTOCIIPOMOXHHUM Ha
CBITOBOMY PMHKY ITpalli

HaBuanus inozemuux | [l03BOJIsIE MOXKIIMBICTS HABYAHHS iHO3EMHUM I'POMaJISTHAM

3100yBauiB BHILOT




2. IlepeJtik KOMIIOHEHT OCBITHLO-NpodeciiiHol / HayKOBOT Mporpamu Ta ix
JIOTI4YHA NMOCJI0BHICTH

2.1. 3micT NiArOTOBKH 32 OCBITHBOIO NPOrpaMoI0 KOMIETEHTHOCTI Ta
pe3yJibTaTaMH HABYAHHSI

Pesynbrar
HaBYaHHS

Hucruunnina udp KoMmneTeHTHICTE

Iukn AHCUHIUIIH 3araJbHOI MiArOTOBKH

Kopnoparusna ta 3K.13.1.01 K31, K33, K34, K35, | PH1, PH7, PH15, PH16,
npodeciiina eTuka B K37, K38, K®1, PH17
KibepOesneni K®2, KO©4, K7,
K®10
[MTenarorika Ta ncuxonoria y | 3K.13.1.02 K33, K34, K35, K36, | PH2, PH17, PH18
BULIIHN LIKOJI K38, K39, KO10
Oprasi3ailisi npoBeIeHHs 3K.13.1.03 K31, K32, K34, K35, | PH3, PH17, PH19,
HayKOBHX JOCIIIKEHb K36, K38, K39, K®3 | PH20, PH23
4. | HaykoBo-TexHiuHmi 3K.13.1.04 K31, K32, K33, K34, | PH1, PH2, PH3, PH5,

nepexiaj

K35, K38, K39,
K®2, K4, KOs,
K®6, KO7, KO8,
K®9, K®10

PH7, PH9, PH10, PHI 1,
PH12, PH13, PH14,
PH15, PH16, PH17,
PHI18, PH19, PH20,
PH?22, PH28

Huka gucunnin npodeciiiHol NiAroToBKH

Vnpasiings inmanestamu | 1T1.13.2.01 | K31, K36, KD2, PH4, PH6, PH7, PHS,
indopmauiiinoi Gesnexn Kd4, K7, KO9 PH9, PH10, PH12, PH14,
PH16, PH21, PH28, PH29

2. | Cucremu ynpapliHHS I111.13.2.02 K31, K32, K35, K38, | PH1, PH2, PHS, PH6,
indopmMartiiiHoro 6e3nexoro Kol1, K92, K4, PHS8, PH9, PH11, PH14,
Kd6 PHIS, PH17, PH20, PH23,
PH26, PH28, PH29,
PH30, PH31
3. S crani K31, K34, K35, PH4, PHS8, PH9, PH14,
; A ITI1.13.2.03 K®2, K3, Kd4, PH17, PH20
iHdopmaliiiHoi 6e3nexn Kd9
4. | IlpuknajHa 3arajbHa TeOpis K31, K34, Kd2, EHS, PHG6,PHT, PHI11,
cucreM iHGopMaliiiHoi Ta [11.13.2.04 K®3, KP4, KO8 PH16, PH17
kibepbesnexu
5. | HaykoBo-nemaroriuna I1.13.2.05 K31, K34, K36, K38, | PHI1, PH2, PH15, PH17,
NpaKTHKa N K39, Kd10 PH18
6. | HaykoBo-nocninHa [11.13.2.06 K31, K32, K33, PH3, PH4, PHS, PHS,
IpaKTHKa K34, K38, K39, PH11, PH12, PH13,
K®1, K2, KP3, PH17, PH19, PH20,
Kd6, KO8 PH21, PH22, PH23,
PH24, PH25, PH31
7. | Ilepepaunnomua npaktuka | [111.13.2.07 K31, K32, K33, PH3, PH4, PHS5, PHS,
K34, K39, Kd1, PH10, PH11, PH12,
K®2, Kd6, K37, PH13, PH17, PH19,
K®8 PH20, PH22,PH23,

PH24, PH25, PH26,




PH29, PH31

ITinroToska
kBariikaniiizoi po6ory,
[iZICYMKOBA aTrecTaris

I111.13.2.08

K31, K32, K33,

K34, K®1, K2,
K®3, Kd6, K37,
K9

PH3, PH4, PHS, PHS,
PH10, PH11, PH12,
PH13, PH17, PH19,
PH20, PH22,PH23,
PH24, PH2S, PH26,
PH29, PH31

JAucunniiny BiibHOro BUOOPY cTyIeHTa

JIMCUMILTIHE BIIBHOTO
BHOOpY CTYy/EHTa

JIACLHILIIHA BUIBHOI'O
BHOOpY CTyAeHTa

JIMCUMIUTIHE BIJIBHOTO
BHOOpY CTyZEHTa

JIMCIHILIIHY BIJIBHOTO
BHOOpY CTYJIEHTa

JIMCIUILIIHK BiJILHOTO
BHOOpY CTYIEHTa

Npofreil nepuan Scanito Pro okoHs

Pleass visit www.scanitio.com




2.2. llepenixk komnounent OII

Kon v/n KoMnoHeHTH 0CBITHBOI MporpaMu Kinekicts | ®opma
(HaBUaIBbHI QUCLMIUIIHU, KyPCOBI IPOEKTH KPEeIUTIB | MiICYMK.
(poboTtH), MpaKkTUKH, KBaTidikaliiiHa pobora) KOHTPOJIIO
1 2 3 -4
O608’s13k0BI koMmnonenTn OIl
I{uka 3aranbHOT MiIrOTOBKH
3K13.1.01 KopnopatusHa Ta npodeciiina eTuka B Kibepbesmeni 3 Icnur
3K13.1.02 [emarorika Ta ICHXOJIOTIS Y BHIMIN KO 3 3aik
3K13.1.03 Opranizaiis IpoBeAeHHs HayKOBHX JOCIIKEHb 3 3asik
3K13.1.04 HaykoBo-TexHIYHHH nepeKa 6 3anik, lenut
Huka npodeciiinol niaroroBku
I111.13.2.01 VYnpasninas iHuuaeHTaMu iHGopmaniiHoil 6e3nexu 6 Icrur
[11.13.2.02 Cucremu ynpasninas iHpopmauiiiHow 6e3mnexoio 5 lenur
[111.13.2.03 YnpaBiiHHs NpoekTaMy iH(opmauiiHoi Oe3nexu 5 Icnur
[TT1.13.2.04 [Tpuknansa 3araneHa Teopis cucreM iHGopMmaliiHol Ta 4 [cniur
KibepOesnexu
IM1.13.2.05 HayxoBo-negaroriuga npakTHka 6 3amik
I111.13.2.06 HaykoBo-gociiiHa npakTHKa 6 3amik
I111.13.2.07 [lepeauioMHa npaKkTHKa 9 3aitik
[111.13.2.08 [TinroToBka kBanidikauiiinoi pobotu, nigcymKoBa 9 Sanix
aTecTauis
3araabHuii 06csir 000B’sI3KOBHX KOMIIOHEHT: 65
BubipkoBi komnouésrn O~
JIMCLMILTIHY BibHOTO BUGOPY CTYIEHTA 5
JlcuMIUTiHE BiJIBHOTO BHOOPY CTyAEHTa 5
Jucuuniiag BiibHOrO BUOOPY CTyAEHTA 5
JIMCUMILTIHK BiIBHOTO BHOOPY CTyIeHTa 5
Jucuuniing BinsHOro BHOOpY CTyAeHTa 5
3araabHui 06¢csir BHOIpKOBHX KOMIIOHEHT: 25
3ATAJIBHUN OBCSIT OCBITHbOI NPOT'PAMM 90




2.3. CrpykrypHo-joriuna cxema OII

Npobreil nepuon Scanito Pro okoHess

Please visit www. ecanitto.com



3. ®opma arecranii 3100yBa4iB BHIIOI OCBITH

Dopmu amecmayii
3006y8auie 6UWOI

Arecranis MarictpiB 3 ympaBiiHHA  iHpOpMaLiHOIO
Oe3neKol0 3AIMCHIOETbCS y (opMi MyOmiYHOro 3axXHCTY

oceimu KBayTidikauiiHOi po6oTH.

KpanidikamiiiHa po6oTa Mae po3B’si3yBaTH CKIaIHy 3anady
inpopmariiiHoi 6esnexu Ta/abo xiGepbesnexu i nepenbdayaTu

IpOBEIEHHS JOCTiKeHb Ta/abo 31iiiCHEHHs 1HHOBALIIH.
Kpanidikariitna po0oTa He MOBHHHA MICTHTH aKaJeMi4HOIO
B 5 ruariary, Gabpukanii, panscudikanii. [TepeBipka Ha miariat
i) npoBomuThes  3rigHO  «llomoxkeHHss mpo  3amobiraHHS
keanigikayiuHoi ) : " :
ko akajgeMmiuHoMy Iuiariaty y JlepkaBHOMYy yHIBEpCHTETi

TeJIeKOMyHiKaLii».

KBanigikauiiina po6ora mae 6yTH po3milleHa Ha oQiiifHOMY
caiiti (abo memosuTapii) 3akiazy BHILOI OCBITH abo Horo
niapo3aiTy.

ATecTallisi 3[[IHCHIOETCS BIIKPUTO i IVIACHO.

Npofrei nepuon Scanito Pro osoHs

Please visit www.scanitio.com




4. MaTpHuus BiANOBIAHOCTI NPOrpaMHHX KOMIIETEHTHOCTEH KOMIIOHEHTaM
OCBITHBLOI IpOrpamMu
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5. Marpuus 3a0e3ne4yeHHsi NporpaMHux pe3yJbraTtiB HaB4auus (IIPH)
BiANOBIIHHMH KOMIIOHEHTAMH OCBITHBOI NpOrpamMu
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I'apanT OCBITHBLOI MpPOrpamMu
3aBigyBau kadenpu ynpapliHaS iHGopMaIiiiHO Ta KibepHeTUYHOIO Oe3MeKor0
HaBuanbHO-HAYKOBOTO iHCTUTYTY 3aXHCTy iH(DO

pMar;

Jlep>xaBHOTO YHIBEPCUTETY TeIeKOMYHIKaLlii, /

JIOKTOp €KOHOMIYHHX HayK, Ipodecop Ll 7 ,__C.B. JlerominoBa
/

i/



